
UBND THANH PHO HAI PHONG
sorn6Nc rrN vA rRuvtn ru6xc

cgNc uoA xA ugr cuu xcHi.q. vr4r NAM
DQc l$p - Tg'do - H4nh phric

Hdi Phdng, ngdy O9- thang4d ndm 2020S0:SttrlUSTTTT-CNTT

. V/v nguy co t6n c6ng vdo ciic co quan,
t6 chrlc qua 16 h6ng trong Oracle Weblogic.

Kinh gui:

- C6c So, ban, ngd,nh thnnh ph6;

- C6c co quan Trung uong t6 chtc theo ngdnh dgc;

- 0y ban nh6n din c6rc quQn, huyQn;

- C6c t6 chric, doanh nghiQp tr6n dia ban.

Ngiry 2911012020, Cqc An todn th6ng tin c6 C6ng vin s6 9741CATTT-

NCSC v6 viQc nguy co tAn c6ng v?ro c6c co quan, t6 chuc qua l5 h6ng CVE-
2020-14882 (nghi6m trgng) trdn c6c mdy chri web sri dr,rng img dqng Oracle

Weblogic vd hu6ng d6n crich khic phgc l5 h6ng n6u tr6n (gtk kdm vdn bdn).

So Th6ng tin vir Truydn th6ng trdn trqng dA ngh! cric co quan, don vi ki6m

tra, rd so6t hQ thi5ng c6ng nghg th6ng tin c6 khi ndng bi Anh huong bdi 16 h6ng

trong Oracle Weblogic vir thr,rc hiQn cric biQn ph6p xir lj, khic phgc t4i co quan

vd c6c don vi tryc thuQc theo hudng d6n cira Cpc An toirn th6ng tin tai C6ng vdn

s6 g:.qtcxtr-Ncsc.

Sd Th6ng tin vi Truydn th6ng cu 6ng Nguy6n D6ng Huy (Trucrng Phong

H4 ting k! thuat vd An todn th6ng tin - Trung t6m Th6ng tin vd TruyOn th6ng,

sO aien thoai 098.4462472) lddAu mi5i phOi trqp, trao d6i th6ng tin.

T':llntr1ng.l.p--

Noi nhQn:
- Nhu tr6n;
- UBNDTP (d6 b/c);
- Ban I 14 (tl6 b/c);
- GD, cic PGD Sd;
- TT.TTTTT;
- C6ng TTDT Sd, C6ng Tin tric TP;
- Luu: VT, CNTT.
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B0 THONG TrN vA rnuyrN rsoNc
CUC AN TOAN TH6NG TIN

coNc HoA x.i ugr cuo NGHIA vrEr NAM
DQc lip - Tg do - HSnh phric

56:974 /CATTT-NCSC
V/v nguy co t6n c6ng vdo c6c co quan t6
chirc qua 16 h6ng trong Oracle Weblogic

Hd NAi, ngdy 29thdng l0ndm 2020

Kinh gui:

- Don vi chuy€n trich rC CNtf c6c bQ, c<r quan ngang bO,

c0 quan thuQc Chinh phu;

- So Th6ng tin vd Truydn th6ng c6c tinh, thdnh ph6 tarc

thuQc Trung uong;

- C6c Tap doin, Tdng cdng ty nhir nu6c; C6c Ngdn hdng

TMCP; C6c t6 chric tdi chinh;

- HQ th6ng c6c don v! chuydn tr6ch vA an tod,n th6ng tin.

Trong thoi gian gAn cl6y Oracle rl5 c6ng b6 nhieu 16 h6ng, trong tt6 c6 16

h6ng CVE-2020-14882 (nghiOm trgng) tr6n cbc mity chri web su dung img

dung Oracle Weblogic, 16 h6ng niy cho ph6p d6i tuqng t6n c6ng vuot qua co

ch6 x6c thuc d6 thuc thi c6c cto4n mi lgnh nguy hitim vd chiiSm quydn qudn tri hQ

tnong.

Theo tl6nh gi6 so bQ, l5 h6ng ndy c6 th6 anh hutrng d6n nhidu co quan, t6

chuc d ViQt Nam, ddc biQt ld co quan chinh phi, ngin hdng, t6 chuc tdi chinh,

t4p dodn, doanh nghiQp vd c6c c6ng ty lon. C6 hdng trdm hQ th6ng thOng tin cria

ViCt Nam srl dgng img dpng ndy vi tlang c6ng khai tr€n Internet, dAy chinh lA

nhftng hQ th6ng c6 khi ndng bi khai th6c dAu ti6n.

Ngdy 28110/2020 qua c6ng t6c theo d6i, gi6m s6t an toan th6ng tin, Trung

tAm Girim s6t an todn khdng gian m4ng qu6c gia, Cgc An todn th6ng tin ph6t

hi6n c6 m6t si5 mi khai thric <ti c6ng khai tr6n Intemet. Nhimg mi khai th6c ndy

c6 th6 su dung d6 t6n c6ng viro mdy chir web bi anh huong, qua tl6 ki6m sorit hq

.i
th6ng th6ng tin cua ciic co quan t6 chirc.

HiQn tai, mdt s6 nh6m chuyOn thgc hiQn t6n c6ng APT c6 dAu hiQu t4n

dung 16 h6ng ndy d6 tAn c6ng sAu vdo hQ th5ng th6ng tin cua c6c co quan t6

chuc. Nhim <tim b6o an toirn th6ng tin cho hC th6ng th6ng tin cria quj' don vi,

g6p phin bdo tldm an todn cho kh6ng gian mang ViQt Nam, Cgc An toe'n thdng
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tin y€u ciu don vi tritin khai quy6t liet m6t s6 khuy6n nghi sau:
. ---)
I . Ki6m tra, rd sodt cic m|y chir web c6 sir dung Oracle Weblogic dC phdt

hiOn vir xir l! kip thdi nguy co t6n c6ng th6ng qua 16 h6ng ndy. Trong trudng

hqp dd c6 d6u hiQu t6n c6ng cin thuc hign rd so6t todn b0 m6y cht vi h€ th6ng

li6n quan d6 ph6t hiQn vri loai b6 c6c t{p tin dQc hai, mi ilQc md d6i tuqng t6n

c6ng d6 lai tr0n h0 thtlng.

2. Cip nhit b6n v6 15 h6ng bdo mAt cho img dqng. Trong trudng hqp chua

th6 cfp nh4t bdn v6 cAn tri6n khai cdc bi6n ph6p d6 han ch6, ngin chin viQc khai

th6c l5 h6ng.

3.Trong trudng hqp cAn thir5t c6 th6 [Cn hQ diu m6i h6 trq cria Cuc An

toin th6ng tin: Trung tdm Gi6m s6t an todn khdng gian -ang qu6c gia (I{CSC),

diQn tho4i: 024320916116, thu <liQn tu: ais@mic.gov.vn.

TrAn trgng./.

NoinhQn: KT. CVC TRIIONG
-Nhutrcn; PHO CUC TRIJONG
- BO truorg (d!a b/c);
- Thu truong Ph.em Anh tu6n (d6 b/c);
- Cuc trusng-(de b/c);
- PCT Nguy€n Khdc Lich;
- Luu: VT, NCSC.
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Phg lgc
Th6ng tin vd 16 tr6ng

(kim theo Cong vdn tds+7rc.efff-ltCSC ngdyJ1 / lo/2020)

1. Th6ng tin chung

- Me l5i: cvE-2020-14882

- Di6m CVSS: 9.8 (Nghi6m trgng)

- Anh huong: Oracle Weblogic Server phi€n b6n 10.3.6.0.0, 12.1.3.0.0,

12.2.1.3.0, 12.2.1.4.0, 14. 1. 1.0.0.

- oti khai th6c 16 h6ng, tltii tuqng tin cdng chi cAn grii mQt y6u cAu GET

(trong {16 c6 cdc doan md lQnh dOc hai) diin hQ thiing li c6 thd thuc thi c6c lQnh

ndy tr6n h€ th6ng vd c6 th6 chi6m quydn di6u khi€n hQ th6ng.

2. Hu&ng din xii lf tO tr6ng

- C6p nhit bnn v6 cho img dr1ng.

- Trong tnrong hqp chua th6 cip nhit ban v6 thi c6 th6 thuc hien mQt s6

biQn ph6p de hen chti t6n c6ng:

+ Ch[n truy cfp diln c6ng ung dsng (m6c dinh ld 7001 )

+ Chdn c6c request dQc hai tr6n tudng lta img dung web. Eoan code d6

vuot qua x6c thgc "oh252EVo252EVo2S2F".
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