BO THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Doc lap - Tw do - Hanh phuc

Sb: 861 /CATTT-NCSC Ha Néi, ngayosthang 07nam 2021
V/v 16 hong bao mat méi trong WinRAR

Kinh gtri:
- Pon vi chuyén trach vé CNTT céc B, co quan ngang BJ,
co quan thudc Chinh phu;
- S Thong tin va Truyén thong céc tinh, thanh phé truc thudc
Trung wong;
- Cac Tap doan, Tong cong ty nha nudc; cac Ngan hang
TMCP; céc to chic tai chinh;

- Hé thong cac don vi chuyén trach vé an toan thong tin.

Ngay 02/07/2021, qua cong tac giam sat trén khong gian mang, Trung tim
Giam sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong tin da
ghi nhan diém yéu, 15 hong bao mat méi (CVE-2021-35052) trong phan mém
WIinRAR.

WinRAR 1a cong cu hd trg nguoi ding trong viéc nén va gidi nén cac tép tin.
Theo danh gia so bd, day 1a 16 hong c6 pham vi anh huéng tuong d6i 16n, do
WinRAR duoc st dung phd bién hién nay trong cic co quan to chirc ciing nhu
nguoi ding ca nhan. Khai thac thanh cong 16 hong nay, ddi twong tin cong c6 thé
thuc hién tin cong vao hang loat cac may tinh nguoi ding dang sir dung WinRAR,
tir d6 c6 thé dan dén cac chién dich tin cong co chu dich trén dién rong.

Nhim dam bao an toan thong tin cho hé thong thong tin ctia Quy don vi, gop
phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong tin
khuyén nghi Quy don vi thyc hién:

1. Kiém tra, ra soat may tinh dang sir dung WinRAR c6 kha ning bi anh
huong boi 16 hong trén dé co phuong an xur 1y, khac phuc 16 hong. Cap nhat 1én
phién ban méi nhit (hién tai 1a 6.02) theo phat hanh cta hing (tham khao hudng
dan kém theo).

2. Tang cuong giam sat va sin sang phuong an xu 1y khi phat hién c6 dau



hiéu bi khai thac, tan cong mang.

3. Trong trudng hop can thiét co thé lién hé dau mdi hd tro ctia Cuc An toan
thong tin: Trung tAm Giam sat an toan khong gian mang qubc gia (NCSC), dién
thoai 02432091616, thu dién ti: ais@mic.gov.vn.

Tran trong./.

Noi nhgn: CUC TRUONG
- Nhu trén;

- B6 trudng (dé b/c);

- Thir truong Nguyén Huy Diing (dé b/c);
- Cuc A05, B6 Cong an;

- B6 Tu 1énh 86, Bo Qudc phong;

- Ban Co yéu Chinh phi;

- Cuc truéng;

- Luu: VT, NCSC.
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Phu luc
Théng tin vé cac 15 hong bao mat
(Kém theo Céng van s6 ~ /CATTT-NCSC ngay
cua Cuc An toan thong tin)

1. Thong tin vé cac 16 hong

/ 12021

L hong bao mat CVE-2021-35052 ton tai do c4c phan mém WinRAR phién

ban bj anh huong (tir phién ban 6.01 tré xudng) st dung két ndi khong an toan khi

truy cap ndi dung thong bao tir phia may chu cia WinRAR thong qua web notifier

window cua tmg dung nay, dan dén co thé khai thac dé thay d6i noi dung truyén

tir may chu bang cach can thiép vao duoc dir liéu trén duong truyén Internet hoic

thay doi vao ban ghi DNS. Khai thac 16 hong trén, ké tan cong thong qua WinRAR

c6 thé thuc thi mot tép tin v6i duong dan bat ky, tir d6 co thé chiém quyén diéu

khién may tinh ctia ngudi dung.

2. Hwéng dan khic phuc

Pé khic phuc 16 hong, Trung tim Giam sat an toan khong gian mang qudc

gia (NCSC) khuyén nghi nén thuc hién cip nhat phién ban méi nhat (hién tai la

6.02) ctia phan mém dé han ché tin cong.

- B1: Kiém tra phién ban phan mém hién tai dang sir dung

+ Vao muc Tre giiip (Help) > Vé WinRAR (about WinRAR)

% Desktop (phién ban gidi han)

Taptin Lénh Céngcu WUathich Taychon #
S e D@l
[ — . .

Thém  Gidinéndén Kiémtra Xem ol el

Théng tin v& gidy phép WinRAR
Trang chi WinRAR

T |. Cih\Users\Administrator\Desktop

-~

Tén Kich thudc  Loai

| desktop.ini 282 Configuration setti... 7/2/2021 2:50 ...
[Fl windows10.0-kb... 523,802,045 Microsoft Update...  7/1/2021 7:54 ..,
B8 winrar-x64-600v... 3,389,792  Application 77172027 8:04 ...

+ Tai cira s6 pop-up hién thj thong tin phién ban WinRAR



Ve WinRAR it
Bang |
Gigy phép
Chirng thure

o050 | i ——

Ban quyen © 1993-2020 bai
Alexander Roshal

Phan phai bai win.rar GmbH

Phién ban Tiéng Vigt
Dich badi Phan Qudc Van

40 ngay thir nghiém

- B2: Néu phién ban phan mém hién tai chua phai méi nhat (WinRAR 6.02), truy
cap https://www.win-rar.com/, vao muc Download dé tai phién ban cao nhét

Search |enter your search ferm here

Ve RARLAB
o— - ®
== WinRAR .

WinRAR 6.02

l\...'l = WIinRAR

Compress, Encrypt, Package

and Backup with only one utility Buy WInRAR

With over 500 million users worldwide, WInRAR is the world's most popular compression tooll

There is no better way to compress files for efficient and secure file transfer. Providing fast email transmission @ Download WIinRAR
and well-organized data storage options, WinRAR also offers solutions for users working in all industries and

sectors click here for 32 bit version

WInRAR is a powerful archiver extractor tool, and can open all popular file formats.

RAR and WinRAR are Windows 10 (TM) compatible; available in cver 50 languages and in both 32-bit and 64-
bit; compatible with several operating systems (O8). and it is the only compression software that can work with

Unicode Rated excellent at
Read more. . apkmonk
L8 8 & & X

PRODUCTS DOWNLOAD hTRIES PARTNER SUPPORT NEWS

PRIVACY | IMPRINT

© 2021 win.rar GmbH Al rights reserved

+ Chon phién ban m&i nhat, pht hop v6i hé diéu hanh (64/32bit), ngdn ngit (Tiéng
Anh, ...) can tai vé:


https://www.win-rar.com/

Search |enter your search term here

4 RARLAB"
- " ®
; )
WIHMR Language | engisn v

Download WinRAR

I you don't know what you are looking for then you are probably looking for this WinRAR 64 bit version:

WinRAR 6.02
English 64 bit

W W o W e

USER VOTES 4 5 sfars by CNET

If you are looking for the WIinRAR 32 bit version click here, or did not find what you were looking for, please search below.

Select for WInRAR download

Language All - Version Platform All v Arch-Type Al w Search
Latest WinRAR and RAR Versions Size Platform
WinRAR 6.02 English 64 bit 3270 KB Windows
WinRAR 6.02 English 32 bit 3040 KB Windows.
WinRAR 6.02 Arabic 64 bit 3315KB Windows
WinRAR 6.02 Armenian 64 bit 3315KB Windows
WinRAR 5.71 Azerbaijani 64 bit 3113KB Windows
WinRAR 5.71 Belarusian 64 bit h 3120 KB Windows
WinRAR 6.02 Bulgarian 64 bit 3328KB Windows
WinRAR 5.71 Burmese (Myanmar) 64 bit 3106 KB Windows.
WinRAR 6.02 Catalan 64 bit 3297 KB Windows
WinRAR 6.02 Chinese Simplified 64 bit 3394 KB Windows
WinRAR 6.02 Chinese Traditional 64 bit 3529KB Windows.
WinRAR 6.02 Croatian 64 bit 337TKB Windows

- B3: M& b0 cai vira tai vé, chon Install dé cai dit

B8 WinRAR 6.02 — X

Copyright © 1993-2021

WinRAR" R

Destination folder

L Browse...

This is a trial version of WinRAR archiver. Anyone may use it during a
test period of 40 days. B

PLEASE CAREFULLY READ THE LICENSE AGREEMENT BELOW
BEFORE CONTINUING THE INSTALLATION PROCESS.

EMD USER LICENSE AGREEMEMNT

The following agreement regarding RAR (and its Windows version - WinRAR)
archiver - referred to as "software” - is made between win.rar GmbH - referred
to as "licensor” - and anyone who is installing, accessing or in any other

If you agree to the END USER. LICEMSE AGREEMENT (EULA), please dick [Install]. If you do not
agree, please dick [Cancel].

ﬁ' | Install | Cancel
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- B4: Thiét lap chon cac dinh dang dé WinRAR hd tro sir dung, chon OK dé
hoan thanh

WinRAR Setup b4
Associate WinRAR with Interface
RAR []IaR 001 [J add WinRAR to Desktop
7P Lz [] Add winRAR to Start Menu
7z LZH Create WinRAR. program group

AR] TAR F
el integration

BZ2 UUE

CAB ¥z Integrate WinR.AR into shell

a7 7 [] cascaded context menus

S0 ZIPX Icons in context menus
Toggle all Context menu items. ..

These options control WinR.AR. integration into Windows, The first group of options allows to
choose archive types to handle by WinRAR. The second group selects places to add links to
the WinRAR. executable. The last group controls integration into the Windows shell, Shell
integration provides handy features like "Extract” item in archive context menus, so usually
there is no reason to disable it.

Press "Help™ button to read the detailed description of these options.

w— o ||| e

- B5: Chon Done dé hoan thanh

WinRAR Setup e

WinRAR has been successfully installed to the folder
C:'\Program Files\WWinRAR
Use "Settings...” command from the WinRAR "Options™ menu for further customization,

If you installed WinRAR for the first ime, please do not forget to read the online help.

Please note that WinR.AR. is not free software. Only if you purchase a licence, you will allow
us to continue to make improvements,

Please visit WinRAR home page to download the latest WinRAR version. Here you can also
purchase your licence for WinRAR via our secure transaction server,

Read help View license Order Home page

Thank you for using WinRAR!

ﬂl]T“

- B6: Kiém tra lai phién ban phan mém vira cai dit:

+ Muyc dich dé kiém tra phan mém di dugc cap nhat, cai dat thanh cong hay
chua

+ Thuc hién lai B1 dé kiém tra lai phién ban phﬁn mém



B8 New WinRAR ZIP archive.zip (evaluaticn copy)

File Commands Tools Favorites Optiong  Help h
i P=.l,‘ =5 b | . | Help topics @ Ej S35
@ @ QL @ 5 =

. i
Add Extract To  Test View Del WinRAR home page VirusScan Comment SFX
1| B New WinRAR ZIP archive.zip - ZIp s | APOUE WINRAR.. =
Marme Size Packed Type Modified CRC32
File folder

+ Phan mém d3 cap nhat phién ban moi nhét tai thoi diém hién tai (WinRAR
6.02)

About WinRAR X
Ml RARLAB' l oK I
™5 - ®
R Winrar® -

Acknowledgments
I\’VinRAR 6.02 !64—bit! I ' ' Home page
Copyright © 1993-2021 by & ' : '
Alexander Roshal ™
Published by win.rar GmbH

3. Tai liéu tham khao
https://www.win-

rar.com/singlenewsview.html?L=0&tx_ttnews%5Btt_news%5D=165&cHash=1


https://www.win-rar.com/singlenewsview.html?L=0&tx_ttnews%5Btt_news%5D=165&cHash=1
https://www.win-rar.com/singlenewsview.html?L=0&tx_ttnews%5Btt_news%5D=165&cHash=1
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