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TAI LIEU HUONG DAN Ngbssgyc\#{
LOI MO PAU
Gidn cach x& hoi khong chi anh hudng toi cach con nguoi giao tiép ma con
lam thay d6i cach mua sdm, lam viéc, hoc tap,...Cac hoat dong nhu gido duc truc
tuyén, 1am viéc tir xa trg thanh bét budc trong dai dich.

Trong bdi canh COVID-19 lan rong trén pham vi toan cau, ngudi dung chuyén
dich sang hoat dong nhiéu trén méi truong Internet, nhitng kién thtc, k§ ning lién
quan toi viéc bao dam an toan thdng tin khi sir dung Internet tré nén can thiét hon
bao gid hét.

Trong thai gian ndy, ching ta ludn nhan duogc rat nhiéu théng tin, cap nhat vé
dai dich Covid-19 va thuong it chd y khi click va truy céap thong tin nay. Pay cling
chinh 14 diém yéu ma cac d6i twong tan céng mang loi dung dé thuc hién tan cong.

Nhitng ké tan cong co6 thé phét tan ma doc ma hoa dit liéu (ransomware), email
ltra d40 va cac phan mém doc hai, tan dung cac tir khoa lién quan dén Covid-19 dé
lra nguoi ding nhap vao lién két doc hai,...R4t nhiéu phuong thac tan céng co thé
duoc sir dung, va khi thanh coéng, hacker ¢ thé xam nhap vao email, may tinh cua
nguoi dung, danh cap théng tin va cac thong tin co gia tri khéc.

Vi vay viéc trang bi kién thirc, ki nang dé dam bao an toan thong tin 1a khdng
thé thiéu cho cac hoat dong truc tuyén. Trung tam Giam sét an toan khong gian mang
qudc gia (NCSC) da xay dung: “Cam nang Bao dam An toan thong tin trong dai dich
Covid-19” nham muc dich huéng dan mot s6 ky ning, thao tac co ban gitp nguoi
ding Internet c¢é thé phan nao bam d4o an toan thdng tin khi két ndi truc tuyén.

1. Pham vi 4p dung: theo nhu cau sir dung caa nguoi dung.

2. Péi twong ap dung: moi ddi tuong.

3. N@i dung chinh bao gém 4 chuyén muc lén:

- Lam viéc tir xa an toan

Noi dung bao gom: mot sé huéng dan thiét 1ap may tinh, thiét bi an toan dé

lam viéc tir xa, phong chéng thu dién tir lira dao, sir dung mang riéng ao (VPN)
- Hoc tryc tuyén an toan

Noi dung bao gom: mot sé huéng dan thiét 1ap an toan trén cac ang dung video

conference duoc sir dung phd bién hién nay (Phan mém Zoom, Microsoft Teams).
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National Cyber Security Center

- Lién lac, két ndi an toan

Noi dung bao gdm: an toan khi sir dung cac phan mém video conference, an
toan khi két néi video call, chat truc tuyén, su dung mang khdng day an toan.

- Giai tri an toan
Noi dung bao gom: sir dung mang xa hoi an toan (Facebook, Zalo, Tiktok), s
dung ung dung thanh toan truc tuyén an toan.
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TAI LIEU HUONG DAN

BAN DA BIET

&

MAT KHAU MANH

)

La mat khiu co

8 ky

&n, trong dé ohai bao
chirviés hos, ky tir &dc biét

KiCH HOAT TUONG LUA

Cn kich host tuang ITa khi thidgt 13p
may linh & lam vige 1 xa

NCSCX

a0 BOCH CNG TR National Cyber Security Center

—
9 bia dam an tein, ting higu néng cho may dnb,
c&n i bé cac chuong trinh khang cin thiét

khi thigt lap may tnh d& lam viée tirxa

CAP NHAT CAC PHAN MEM

VA HE BIEU HANH

Ha Gigu hanh, phin mém trén may tinh cd thé &
i&:

phign ban cl, khéng bdo ¢im an Cnthids dp
cip nhat ty dan hi: cang khi o6 théng ko cap nhat.

CAI BAT PHAN MEM
PHONG CHONG MA BOC

Ngudi ding co thit han ché cac virus, mi §oc bing cich
cai g3t v& cip nhat thuong xuyén ohan mém digtvirus

NCSCX

Mational Cyber Security Center

7 PIEU CAN BIET

National Cyber Security Center

10 PIEU CAN BIET KHI LAM VIEC TU XA

MA HOA & SAO LUU DO LIEU

B bao vé thiing tin, dii li2u, cin sae v sang &L b lru el
haic nén tng lew tri trye tuyén. Bé1 v o litu quan trong,
gy cam cin md héa truce khi sao iy

THAN TRONG VO THU BIEN TU

¢t diign by oA
2 trong v 1o quét
hoe cuing can treng

an sat ki dia chi ngurei gii
khi mér tip tin dinh kem
disn iy

USB, THIET B LU'U TRU' DI BONG

Cn trorg khi cim USE
<héng ra nguén gac. Que

b i di 66ng
s trusie khi sir dung.

TAN CONG LUA PAO

ng lira 2o, d& nghi chuyén ridn qua
Mz ng i hii, 1 digr i, SMS . Khiing o
cd nhan trén e website node cic ol o

ng cip théng tin
e chua dueie i nhigm,

MANG RIENG AO (VPN)

Cai ¢éLsdn cé
thea chinh sar
tai khodn 2N

KHI HOC - HOP TRU'C TUYEN

NGUOI THAM GIA

—

Kidrm 504t ngudi tham gia 1ép hoo/cuée hop, trinh vige
céc ddi tugng Igi dung dé danh cap théng tin va

phat tan ma doc qua cac tap tin/dudng link chia sé

DAT MAT KHAU !
AT M2 Py

D3t mat khdu dé han ché cac truy cip mao danh
ho#c su tham gia cla d6i tugng khdng cin thiét

P

~ a ! 9 ' /
CAP NHAT PHIEN BAN MOI =
Kl
Cap nhat cac phién ban mdi nhat dé dam bao @}@:
phdn mém an toan vi nhirng phién ban ¢l \
thudng s8 o cac 16 hdng hao mat chira duoc va . S/
-

CHUC NANG BAO MAT

Trudre khi st dung ngudi diing nén xem xét ki cac
chire ndng bao mét cla tng dung, phan mém dé
dam bao an toan trong qua trinh si¥ dung.

CAN THAN KHI CHIA SE

Tat chirc nang chia sé man hinh cla ngudi tham gia,
chia sé tap tin qua cac dich vu ddm may nhu Box
hoac Google drive khi tham gia ldp hoc/cudc hop.

MANG KHONG DAY AN TOAN

Vi du nhu: Kich hoat cac phuang thire ma hoa
WEPWPA/WPA2, thay déi t&n mang khéng day
do cac nha san xudt cai dat san, loc dia chi MAC vy

CHINH SACH BAO MAT
=

Poc ki cac chinh sach bio mat cia nha cung cip
dich vu trude khi sir dung. Luu y didu khoan cé
chia sé théng tin che hén thi ba hay khang?!
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NCSCX

6 DIEU CAN BIET
KHI THANH TOAN TRU'C TUYEN

Str dung kénh giao dich truc tuyén

Bang ky sir dung dich vu OTP % el | Bl LRk
% ﬁ"e: chinh thdrc ctia ngdn hang

Khéng tuy ¥ cung cip théng tin

Sir dung dich vy tin nhan chi déng st% =% tai khoan ngan hing

Canh giac v&i email, tin nhin

" P 5 Thay d&i mat khau dinh ky cho
gia mao ngan hang g

".:1 sd tai khoan Internet Banking

*

VN

NHO’NG PIEU CAN BIET
KHI SU DUNG MANG XA HOI

Zalo

M&E0O . . o
O Ngan TikTok Ivu
(Q thong tin dang nhap Xéa lich sir hoat dgng An v tri ngudi ding
Public???
— -

‘f

Kiém tra ai dang sir dung |I

ng 2
tai khoan cha ban B3t xic thyrc 2 yéu 16 (2F) G0 han 48l trgng cho T
o c4g bai déng ¢d nhan Tat théng bao
Whatp d3a xem tin nhan

Joo, 1 ee
! . . n - ?
g Kiém tra didng nhap h
o o, 3 Thiét |3p quyén xem
o : bat th"rdng Canh gigcvai nat  Ngin thang tin tai khadn hién thi khi ddng nhat ky
Like va Share trén cc cong oy tim kigm
o5 .:‘W? 2
Caildatichadoriang e
ﬂ Ngirng qung cdo Lozi bé cic ing dung
hoat déng cla ban theo dii khéi Facebook
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CHUYEN PE 1: LAM VIEC TU XA AN TOAN
1.1. Thiét Iap may tinh, thiét bi an toan dé lam viéc tir xa
Dué6i dy 1a mot s6 bude dé thiét 1ap may tinh, thiét bi an toan chdng lai cac
nguy co bi tan cong.

1.1.1. Thiét 1ap x4c thuc tai khoan bing mat khau

Khi sir dung cac thiét bi c& nhan, ¢ nhiéu tinh hudng ban phai roi khoi may
mét khoang thoi gian. Nhimg luc nhu vay, néu khong can than va c6 phuong phap
bao vé thi thiét bi caa ban hoan toan cé thé bi ngudi khac st dung va co thé gap phai
tinh trang bi sao chép, danh cap dir liéu. ..

Mot trong cac budc dau tién cua viec thiét 1ap cau hinh may tinh 1a thiét lap
mat khau cho céc tai khoan vaéi @6 phuac tap nhat dinh. Do d6, nguoi dung can c6 mot
mat khau an toan, da manh dé ké tan cong kho doan va lgi dung.

Mat khau du manh 1a mat khau: téi thiéu 8 ky tu, c6 chit hoa, chit thudng trong
bang chir céi, s6 va cac ky tu dac biét.

Ngoai ra, trong trudng hop nguoi dung quén khéa man hinh khi ra ngoai, can
thiét 1ap khéa man hinh thiét bi tu dong trong khoang thai gian nhat dinh. Budc nguoi
ding néu muén sir dung thiét bi phai nhap dung mat khau, néu khéng sé khdng thé
st dung duoc thiét bi va dix liéu lién quan.

Viéc khda man hinh yéu cau mdi lan nguoi dung mudn mé khéa thiét bi hoac
bat thiét bi, ho s& dugc yéu cau nhap ma PIN, mat khau hoic ddu vén tay. Biéu nay
c6 nghia 13 néu ai d6 giir thiét bj cua ban, ho khéng thé truy cap di liéu trén thiét bj,
khi nguoi ding khéng cung cap mat khau, mau, ma PIN, dau van tay.

1.1.2. Kich hoat chitc niing twong lira bao vé ca nhan trén thiét bi

Mot trong cac tac vu dau tién can thuc hién sau khi cai dat thiét bi ca nhan an
toan 1a thiét 1ap cac co ché bao vé co ban cho thiét bi. Trong do, tuong la 12 bién
phap co ban dé phong tranh cac nguy co mat an toan thong tin. Hién nay, hau hét cac
hé diéu hanh da tich hop tuong ltra c& nhan nham bao vé ngudi dung khoi céc tan
cong co ban. Do d6, can kich hoat phan mém tuong ltra nay trude khi két ndi may
tinh dén bat ky mang may tinh nao nhu Internet, Wifi hay LAN.

Trén hé diéu hanh Windows, c6 thé kich hoat tuong ltra bang cach truy cap
chtrc nang Windows Defender Firewall trong Control Panel. Sau do, lya chon “Turn

Win-dows Firewall on or off” dé thuc hién viéc kich hoat. Tiép tuc chon “Turn on...”
va tuy chon bén dudi dé kich hoat. Cac budc thuc hién cu thé nhu sau:

10|NCSC
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Budc 1: Tai thanh Tim kiém, nhap Control Panel, sau ¢4 nhan chon vao

Documents

Best match
Control Panel
App

Search work and web

L2 control panel - See work and web results

L2 control panel windows 10

£ control panel open

£ control panel owa

L2 control panel windows

£ control panel mac
£ control panel indesign
Settings L\\»

3 System

B Taskbar notification area

@ See if you have a 32-bit or 64-bit

version of Windows

)

Open

Recent

Uninstall a program
Advanced sharing settings
Metwork and Sharing Center
Windows Defender Firewall
Programs and Features
Internet Options

System

View network computers and devices

£ Control Panel

Bugc 2: Sau do, tai giao dién tiép theo, nhan chon vao muc System and

Security.

B8 Control Panel

EI |

Control Panel

Adjust your computer's settings

System and Security
Review your computer's
Save backup copies of y

Backup and Restore (Windows 7)

Network and Internet

\j View network status and tasks

/ Hardware and Sound

ﬁ' View devices and printers
Add a device

Adjust commonly used mobility settings

Programs

[‘] Uninstall a program

View by: Category =

User Accounts
9 Change account type

Appearance and Personalization

Clock and Region

Change date, time, or number formats
Ease of Access

Let Windows suggest settings
Optimize visual display

Budc 3: Chon tiép vao muc Windowns Defender Firewall.
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& System and Security

<« v 4 & > Control Panel System and Security

Control Panel Home

i’\,—, Security and Maintenance
our computer's status and resolve issues | & Change User
Troublesheot common computer problems

ount Control settings

System and Security

Metwork and Internet
Hardware and Sound ﬁ Windows Defender Firewall

Check firewall status Allow an app through Windows Firewall

Programs

User Accounts [ S_‘,'ste m } , .
= View amount of RAM and processor speed | @ Allow remote access | Launch remote assistance

See the name of this computer

Appearance and
Personalization

Clock and Region \i Power Options

Ease of Access Change battery settings = Change what the power buttens do | Change when the computer sleeps

File History
€ save backup copies of your files with File History Restore your files with File History

Ao &

Backup and Restore (Windows 7) L

Backup and Restore

Windows 7) Restore files from backup

[
BitLocker Drive Encryption
Manage BitLocker

Storage Spaces
Manage Storage Spaces

W
= 2

Work Folders

Manage Work Folders

Administrative Tools
Free up disk space | Defraoment and optimize vour drives | ¥ Creste and format hard disk partitions

.2 I4
A

Budc 4: Sau d6, giao dién mai s& hién thi, ban nhan chon tiép vao myc Turn
Windowns Defender Firewall on or off & bén trai man hinh.

Jefender Firewall

trol Panel » System and Security * Windows Defender Firewall

Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall .
l v Private networks Connected

& Change notification settings
Metworks at horne or work where you know and trust the people and devices on the network

Windows Defender Firewall state: QOn

!; Restore defaults
®) Advanced settings

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active private networks: o _

Notification state: Notify me when Windows Defender Firewall blocks a
new app

Troubleshoot my network

. v Guest or public networks Not connected

Security and Maintenance

Network and Sharing Center

Budc 5: Lya chon bat tuong lira va nhan vao muc OK dé hoan tat cai dat.
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# Customize Settings

& 3 ~ 4 #® > Control Panel > System and Security > Windows Defender Firewall » Customize Settings

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
o (@) Tumn on Windows Defender Firewall
[ Block all incoming connectians, including those in the list of allowed apps
Notify me when Windows Defender Firewall blocks a new app

g () Turn off Windows Defender Firewall (not recommended)
Public network settings
o (@) Tumn on Windows Defender Firewall
[ Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Defender Firewall blacks a new app

g () Turn off Windows Defender Firewall (not recommended)

1.1.3. G& bé cac chwong trinh khong can thiét

Cac thiét bi ca nhan thudng duoc nha san xuat cai dat sin cac chuong trinh
quang c&o, giGi thidu hoac ban ding tht cua cac phan mém khac. Cac chuong trinh
nay co thé an chira cac nguy co gdy mat an toan théng tin ma keé tan cong cd thé loi
dung ngay trong qua trinh sir dung lan dau tién hoac lam giam hiéu niang cua thiét bi.
Vi vdy, ngudi ding can thao g& cac chuong trinh khong can thiét trén may tinh cua
minh ngay trong qua trinh thiét 1ap ban dau dé phong tranh cac nguy co mat an toan
thong tin cling nhu 1am ting hiéu ning cua thiét bi trong qua trinh st dung.

Pé théo g& cac chuong trinh khong can thiét, ngudi dung cé thé st dung chic
nang quan 1y chuong trinh da dugc cai dit trong may tinh dé liét ké tat ca cac chuong
trinh dd duoc cai dat. Tir d0, lan luot xem xét cac chuong trinh dang c6 san dé thao
g cac chuong trinh khong can thiét khoi hé thong theo nhu cau.

Pé ma chirc nang quéan 1y cac chuong trinh da cai dat trong hé diéu hanh Win-
dows, ngudi ding co thé truy cap Control Panel, chon Programs and Features dé thuc
hién viéc g& bo hoac tuy chon khac.

Céac budc cu thé nhu sau:

Budc 1: Tai thanh Tim kiém, nhap Control Panel, sau d6 nhan chon vao

13|NCSC
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Web More w

Best match
Control Panel G5
-
App —

Search work and web
Control Panel

L control panel - See work and web results > ADD
L control panel windows 10 >

O control panel open > = Open

£ control panel owa > v

L control panel windows > Recent

Bl Uninstall a program

£ control panel mac >
*4 Advanced sharing settings
£ control panel indesign >
% % Metwork and Sharing Center
Settings
B windows Defender Firewall
E System >
[  Programs and Features
&3 Taskbar notification area > e ;
+] Internet Options
@O See _ifyc-u ha_\.re a 32-bit or 64-bit s 2 system
version of Windows
5 View network computers and devices

£ Control Panel|

Budc 2: Sau do, tai giao dién tiép theo, nhan chon vao muc Uninstall a
program.

EE Control Panel

<« v 4 B8 > Control Panel

Adjust your computer's settings View by:  Category ~

System and Security

Review your computer's status

Save backup copie: ur files with File History
Backup and Rest dows 7) HH

User Accounts

a

}.a

E;" Change account type

Appearance and Personalization
Network and Internet

\j View network status and tasks

/ Hardware and Sound

%' View devices and printers
Add a device

Adjust commonly used mehbility settings

~_ Programs
[] Uninstall a program

Clock and Region
Change date, time, or number formats
Ease of Access

Let Windows suggest settings
Optimize visual display

Budc 3: Nhan chudt phai vao chuong trinh can g& bé va chon Uninstall.
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Bl Programs and Features

€ |

Control Panel

Programs » Programs and Features

Control Panel Home

View installed updates

& Turn Windows features on or
off

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall

MName

& Npcap

§ WongoDB Compass

@ Weka 3.85

§ MongoDB 4.4.2 2008R2Plus SSL (64 bit)

W Microsoft BinScope 2014
‘ﬁMl(msnftV\sua\ C++ 2013 Redistributable (x64) - 12....
@Taam\liewer

BB Texmaker 5.0.4 (64-bit)

MIKTex

Greensh

THMozilla MITTenance Service

W Burp Suite Community Edition 2020.9.2

[5E] Cisco Packet Tracer 7.3.1 648it

E‘\DA Pro v7.0 and Hex-Rays Decompiler (ARME4,ARM,...
0 HxD Hex Editor 2.4

[] ScrapesStorm 3.5.3

ﬁ MiKTeX.org Product version: 20.11
X

Publisher

Mmap Project
MongoDE Inc

Machine Learning Group, Unive...

MongaDB Inc.
Microsoft Corporation
Microsoft Corporatian
TeamViewer

Texmaker

MiKTeX.org

Greenshot

Mozilla

PortSwigger Web Security
Cisca Systems, Inc.
Hex-Rays SA

Maél Horz

ERRE

Support link:  https://miktex.org/ab... Comments: MiKTeX is a scalable TeX distribution for...
Help link:  https://miktex.org/su... Update information:  https:.//miktex.org

Installed On
3/23/2021
3242021
1/14/2021
12/10/2020
12/2/2020
11/18/2020
11/15/2020
1141172020
11/11/2020
11/11/2020
11/5/2020
11/5/2020
10/27/2020
10/10/2020
10/10/2020
10/6/2020

Size

137 MB

703 MB
211 M8
20.5MB

206 MB

2,89 MB
327KB

413 MB
264 MB
7.63 MB
205 MB

Version
0.9995
1.25.0
3.85
442
7.0.7000.0
12.0.30501.0
15.11.6
5.04.0
20.11
12106
82.0.2
2020.9.2

24
3.5.3

v

1.1.4. Cap nhat phan mém va h¢ diéu hanh

Sau khi cai dat, hé diéu hanh ciia may tinh c6 thé 1a phién ban cii chua dugc
va 156i bao mat. Do d6, nguoi sir dung can thiét 1ap ché do tu dong cap nhat hé diéu
hanh va cac phan mém khac. Dé thyc hién viéc nay, ngudi ding mo chiic ning
Windows Update, sir dung tuy chon “Change Settings” dé thiép lap viéc tu dong cap

nhat.

Ngudi ding c6 thé chon ché do ty dong cap nhat theo nhu cau dé dam bao
khong bi gian doan cong viéc.

Céac budc thuc hién cu thé nhu sau:

Budc 1: Nhan nat Start trén Windows (hoic nhan phim Windows trén ban
phim) -> chon Settings hoic nhan té hop phim Windows + .
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Productivity

Microsoft Edge

Microsoft Store

PhuongAnh

o @

Documents

Bl

Pictures

Settings

C» &

Power

Budc 2: Chon Update & Security

PhuongAnh

count

Search

Mostly Cloudy
o 92°
gpeie

Hanoi

@

‘OneDrive

Network & Internet
WiFi girp de. VP

See all your
mail in one

Mail

NCSCX

National Cyber Security Center

place
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Budc 3: Chon Windows Update -> Chon Advanced options

@ Home Windows Update
(s ] 5] Youreuptodae
K@ Last checked: Today, 3:21 PM Looking for info on the latest updates?

Update & Security
Check for updates

~ 1
=~ Windows Update Related links

Delivery Optimization
Feature update to Windows 10, version 20H2

Windows Security The next version of Windows is available with new features and security improvements. When you're ready for the
update, select “Download and install.

Backup

Troubleshoot
@ Pause updates for 7 days
sit Advanced options to change the p
Recovery g :
(@ Change active hours
Activation O Currently 8:00 AM t

Find my device ® View update history
See n your device

For developers A~ Adv
& Add

Windows Insider Program

Budc 4: Bat cac option dé tu dong cap nhat hé diéu hanh va cac phan mém
@ Advanced options

Update options

Note: Windows Update might update
Receive updates for other Microsoft products when you update Windows itself automatically first when checking
for other updates.
® On

Configure automatic device setup
after an update under the Privacy
® On section in

Download updates over metered connections (extra charges may apply)

Restart this device as soon as possible when a restart is required to install an update. Windows will display a notice before the restart, and the device must be on and @
plugged in.

® On

Update notifications

Show a notification when your PC requires a restart to finish updating

@D on

Pause updates

Temporarily pause updates from being installed on this device for up to 35 days. When you reach the pause limit, your device will
need to get new updates before you can pause again.

Pause until

Select date ™

1.1.5. Cai dit phan mém phong chdong ma doc

MJi gidy trén khéng gian mang ¢ khoang 300 virus méi duoc tao ra, cho nén
may tinh caia ban hay caa céng ty, doanh nghiép can phai cai dat phan mém diét virus
manh, phét hién nhanh cac loai virus, phan mém gian diép,... dé kip thoi tiéu diét
virus giam thiéu ton that cho may tinh. Nguoi sir dung may tinh c6 thé han ché céac
virus, mi doc bang cach cai dat phan mém diét virus c6 ban quyén cho may tinh.
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1.1.6. Ma hoa va sao luu dir liéu quan trong dinh ky, thwong xuyén

Ma hoa dir li¢u

M4 hoa 1a mot phuong phap bao vé thdng tin, bang cach chuyén d6i théng tin
tir dang c6 thé doc va hiéu duoc thong thudng trén cac hé diéu hanh sang dang thong
tin chi thé cd thé doc duoc qua giai phap dd mé hoa. Viéc 1am nay giup ta co the bao
Ve thong tin tét hon, an toan trong viéc luu trix dir lidu. DU ké x4u c6 dugc 6 cung,
thiét bi luu trit ciia ngudi dung ciing khong thé c6 dugc thdng tin va dit licu luu trit
bén trong. Ngoai cac giai phap ma hda dir liéu thuong mai trén thi truong, trén hé
diéu hanh Windows ¢ tich hop san tinh niang bao vé dit liéu 1a BitLocker. Tinh ning
ma hoa toan bo 6 cing hoic phan viing bat ky cua BitLocker s& dam bao néu thiét bi
méat hoac bi danh cip thi ciing s& khdng thé truy nhap vao tép, dit liéu trén 6 dia da
duoc bao vé. Tinh ning ndy nén dugce ngudi dung hé diéu hanh Windows tan dung
dé dam bao céc dit liéu quan trong ciia co quan, to chirc khong bi 19 lot trong trudng
hop Xau xay ra.

Céch s dunqg BitLocker:

BitLocker 14 mot tinh ning bao mat dugc tich hop sin trong hé diéu hanh
Windows, véi tinh ning nay chung ta c6 thé ma hod moi dit liéu trong 6 cang hay
thiét bi nhd nhu USB,.... Moi dit liéu cua ban s& duoc bao vé mot cach an toan bang
mat khau va ma hoa theo chuan riéng.

M4 hoa 6 dia hé thong (6 cai Win) bang BitLocker:

Budgc 1: Chudt phai 18n 6 C (6 cai Win) va chon “Turn on Bitlocker”

S Drive Tools This PC - IEN
Computer | View WManage on (]
=f I [
= ¥ -
Propert Ops Rename  Access Map network Add a network  Open Conti
edia e~ location
+ 8 ThisPC ¢ hTh..
7 Favorites 4 Folders (6)
B Desktop
1 Downloads i Desktop alan=l Je‘ Downloads u‘! Music
| Recent places
Pict
£® OneDrive : e
T
4 Devices and drives (4)
& Homegroup Rename
Local Disk (C) New Volume (E) A
) — I Properties — DVD RW Drive (F)
15 This PC S 1.2 68 free of 121 GB = TTTETRESTIIrCE S0 271 8 free of 283 GB =

8 Videos
i Local Disk (C)
s New Volume (D:)
s New Velume (E)

i Network

1Ditems  1item selected =8

"€ a-m g L0
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Néu ban gap théng béo 15i nhu hinh dudi tic 1a may tinh caa ban khong dugc
tich hop chip bao mat TPM nén ban khong thé st dung BitLocker. Con néu khong
gap théng bao nay thi tiép tuc thyc hién Budc 2.

Starting BitLocker

a This device can't use a Trusted Platform Module. Your administrator must set the "Allow BitLocker
without a compatible TPM" option in the "Require additional authentication at startup” policy for 05
volumes,

What are Bitl ocker's system requirements?

Ban can kich hoat BitLocker trén may tinh khdng hd tro TPM nhu sau:

Nhén t5 hop phim Windows + R dé mé hop thoai Run sau d6 nhap lénh
“gpedit.msc” va nhan Enter.

= Type the name of a program, folder, document, or Internet
(= rescurce, and Windows will open it for you.

gpedit.msc

Open:

Cira s6 Local Group Policy Editor hién 1&n, cac ban thuc hién theo cac budc
chi tiét nhu sau:
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Computer Configuration > Administrative Templates > Windows
Components > BitLocker Drive Encryption > Operating System Drives

Sau d6 & ctra sO hién tai cac ban kich dip vao dong “Require additional

authentication at startup”.

0

Local Group Policy Editor

= |

File Action View Help

== | = HE T

4 || Windows Components
| ActiveX Installer Service
| Add features to Windows 8.1
| App Package Deployment
_| App runtime
~| Application Compatibility
| AutoPlay Palicies
| Biometrics
a || BitLocker Drive Encryption
| Fixed Data Drives
| Operating System Drives
| Removable Data Drives
| Credential User Interface
_| Desktop Gadgets
> [ ] Desktop Window Manager
~| Device and Driver Compatibility
~| Digital Locker
_| Edge Ul

startup

Edit policy setting

Requirernents:
At least Windows Server 2008 R2
or Windows 7

Description:

This policy setting allows you to
configure whether BitLocker
requires additional authentication
each time the computer starts and
whether you are using BitLocker
with or without a Trusted Platform
Module (TPM). This policy setting
is applied when you tumn on
BitLocker.

| Operating System Drives
Require additional authentication at

Setting
i=| Allow network unlock at startup

Require additional authentication at startup (Windows Serve.,

Disallow standard users from changing the PIN or password

Enable use of BitLocker authentication requiring preboot ke...

1] Allow enhanced PINs for startup
Configure minimum PIN length for startup

|iz| Enforce drive encryption type on operating system drives
Configure use of passwords for operating system drives

1] Configure TPM platform validation profile for BIOS-based fi...

Configure use of hardware-based encryption for eperating s...

Choose how BitLocker-protected operating system drives ca...

Configure TPM platform validation profile (Windows Vista, ...
Configure TPM platform validation profile for native UEF! fir...

_| Event Forwarding
> || Event Log Service
| Event Viewer
| Family Safety
. = . - .

MNote: Only one of the additional
authentication eptions can be
required at startup, otherwise a
policy error occurs,

Reset platform validation data after BitLocker recovery

V]
<

1i| Use enhanced Boot Configuration Data validation profile

State

Mot configured
Mot configured
Not configured
Mot configured
Mot configured
Not configured
Mot configured
Mot configured
Not configured
Not configured
Mot configured
Mot configured
Not configured
Mot configured
Mot configured
Not configured
Mot configured

> \Ed:ended /(Standard

17 setting(s)

Trong cira 6 mai ban tich chon Enabled sau d6 xudng phia dudi tich chon
muc “Allow BitLocker without a compatible TPM”. Cudi cting nhan Apply dé luu
cai dat va thoat cura so.

o Require additional authentication at startup

Y < |

[E] Require additional authentication at startup

) Not Configured ~ Comment:

Previous Setting Next Setting

() Disabled
Supported on: | at |east Windows Server 2008 R2 or Windows 7
Options: Help:
Allow BitLocker without a compatible TPM # | | This policy setting allows you to configure whether BitLocker

(requires a password or a startup key cn 2
USB flash drive)

Settings for computers with a TPM:
Configure TPM startup:

Allow TPM w

Configure TPM startup PIN:

Allow startup PIN with TPM v
Configure TPM startup key:

Allow startup key with TPM v
Configure TPM startup key and PIN:

Allow startup key and PIN with TPM v
< >

requires additional authentication each time the computer starts
and whether you are using BitLocker with or without a Trusted
Platferm Medule (TPM). This policy setting is applied when you
turn on BitLocker.

Note: Only ene of the additional authentication options can be
required at startup, otherwise a pelicy error occurs,

If you want to use BitLocker on a computer without a TPM,
select the "Allow BitLocker without a compatible TPM" check
box. In this mode either a passwerd or a USE drive is required for
start-up. When using a startup key, the key information used to
encrypt the drive is stored on the USE drive, creating a USB key.
When the USB key is inserted the access to the drive is
authenticated and the drive is accessible. If the USBE key is lost or
unavailable or if you have forgotten the password then you will
need to use one of the BitLocker recovery options to access the
drive.

On a computer with a compatible TPM, four types of

Cancel Apply
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Budc 2: Nhan chon “Enter a password”

Choose how to unlock your drive at startup

@) Some settings are managed by your system administrator.

To help keep your data more secure, you can have BitLocker prompt you to enter a password or insert a
USE flash drive each time you start your PC.

2 Insert a USB flash drive

< Enter a password

Budc 3: Nhap mat khau bao vé vao 1 6 tréng va nhan Next

Create a password to unlock this drive

You should create a strong password that uses uppercase and lowercase letters, numbers, symbols, and
spaces.

Enter your password

Reenter your password

Tips for creating a strong password.
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Budc 4: tai ddy ching ta s& tién hanh tao mot file backup mat khau dé cé thé

khoi phuc mat khau BitLocker trong truong hop ban bi quén mat khau. C6 nhiéu

phuong phap dé luu file Backup, ban ¢ thé luu vao tai khoan Microsoft, luu vao

USB, luu thanh file txt,...

O day, chon luu Save to a file.

How do you want to back up your recovery key?

o Sorne settings are managed by your system administrator,

A recovery key can be used to access your files and folders if you're having problems unlocking your PC,
It's a good idea to have more than one and keep each in a safe place other than your PC,

—> Save to your Microsoft account
—> Save to a USB flash drive

— Savetoafile

— Print the recouN

How can | find my recovery key later?

Mesct Cancel

Cira s6 duyét file hién I&n, ban chon noi luu trir file backup va nhan Save, luu
y 12 ban khong thé luu vao 6 ma ban dang ma héa. Vi du néu ban ma hda 6 C thi phai
Iwru file backup vao 6 D hoic USB.

Tré vé cira s6 trudc, ban nhan Next dé tiép tuc.

Budc 5: Ban ¢6 2 lya chon mé hoa

Encrypt used disk space only (chi mé& hoa dix li¢u da str dung)
ma hoa toan bo 6 cung.

Néu may tinh ban con mai va chua c6 dit liéu gi thi ¢d thé chon Encrypt used
disk space only dé ma hda nhanh néu khdng thi c6 thé chon méa hoa toan bo 6 cang.
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Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

(® Encrypt used disk space only (faster and best for new PCs and drives)

(") Encrypt entire drive (slower but best for PCs and drives already in use)

Budge 6: Néu ban dung windows 10 tir version 1511 trg 1én s& c6 thém lua
chon nay, day 1a mot kiéu ma hoa mai tét hon nhung chi c6 trén windows 10 version
1511 tro di. Tuy nhién néu ban chon kiéu ma hoa nay thi nhitng may tinh st dung hé
diéu hanh cii s& khdng giai ma duoc néu ban copy dit liéu sang.

Vi vay néu ban muébn chon kiéu ma hoa méi thi chon New encryption mode,
néu khong thi chon Compatible mode sau d6 nhan Next.

Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XT5-AES). This mode provides
additional integrity support, but it is net compatible with older versions of Windows,

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode,

If this is a fi wve or if this drive will only be used on devices running at least Windows 10 (Version 1511}
or later, uld choose the new encryption mode

(@) Mew encryption mode (best for fixed drives on this device)

{_) Compatible mode (best for drives that can be moved from this device)

Budc 7: chon Continue dé tiép tuc.
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Thong bao yéu cau khai dong lai may tinh, ban hdy nhan Restart now dé khoi dong
lai ngay.
)

oy

‘ % The computer must be restarted
k

| Restart now I Restart later

Trong qua trinh khoi dong may tinh, ban phai nhap mat khau da tao ¢ Budc 3.

Khai khai dong vao Windows ban sé& thay trén 6 C cd biéu tuong 6 khoa tic 1a da
dugc ma hoa bang BitLocker.

Yideos

rive

~ Devices and drjves (2]

c o . Local Disk (C) Data (D:)
. :1;_ I
ork g 78,8 GB free of 110 GB W 137 GB free of 232 GB

M4 hoa dir liéu trén 6 dia khong phai 14 6 hé théng ciing tuong tu nhung
ching ta ma hda 6 chira hé diéu hanh & trén.

Sao lwu duw phong dir liéu

Bao vé dir liéu quan trong bang cach sao luu ching vao 6 cang ngodi hoac hé
thong luu trit trén ha tang dam may. Truong hop thiét bi cua ban bi nhiém phan mém
doc hai hodc bi truy cap bai hacker, dit liéu caa ban c6 thé bi hong, bi x6a hoic ma
héa doi tién chudc ransomware.

Tuy nhién, dé viéc sao luu, phuc hdi dit liéu hiéu qua can luu y mot sé noi
dung sau:

- Pam bao thiét bi di dong, 6 cing ngoai sir dung dé sao luu dir liéu tach biét
véi thiet bi dang str dung (Khéng ket noi lién tuc qua day cable vat Iy hoac mang cuc
bo)
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- Dich vu luu trit ddm may rat hitu ich dé luu trir mot ban sao dit liéu cua minh
¢ noi khac qua internet.

1.1.7. Mt s6 hwéng dan thiét 1ap mat khau an toan danh cho nguwoi
dung

Nhitng quy tic co ban dé thiét 1ap mat khau an toan sé& gitip ngudi ding chu
d6ng tao ra cac phuong an bao vé co ban, cé gié tri thiét thuc trong viéc sir dung cac
ing dung, dich vu c6 xac thuc qua mat khau. Cac nguyén tic nay bao gdom:

Thay d6i tat ca mat khau mic dinh

v Thay d6i tat ca mat khau mac dinh trude khi sir dung hay van hanh tng
dung, thiét bi nao do6.

v Thuc hién kiém tra thudng xuyén cac thiét bi va phan mém hé thong dé
tim cac mat khau mic dinh chua thay d6i.

v" Ul tién cac ung dung, thiét bj co so ha tang quan trong.

Poi pho véi tinh trang quéa tai mat khau

v' Str dung mot bo cong cu dé quan ly mat khau chuyén dung (nhu
Lastpass).

v/ Chi sir dyng mat khau khi thuc su can thiét, nhu cac mat khau quan
trong

v' Khong chia s¢ mat khau.

Tao mat khau khé doan, phic tap

v Trénh viéc chon mat khau qué ngan, don gian, dé doan va nhitng mat
khau phd bién nhét da duoc dua vao cac danh sach den (blacklist). Mat
khau kho doan (Mat khau can bao gom: téi thiéu 8 ky tu, c6 chit hoa,
chit thudng trong bang chit cai, sb va cac ky tu dic biét).

v' Khéng nén str dung cuing mat khau trong cong viéc va ang dung, thiét
bi ca nhan.

v’ Co d6 dai ti thiéu 8 ky tu va phu hop véi tinh chat bi mat cua ting loai
tai khoan khac nhau

1.1.8. Sir dung thw dién tir than trong

Mai doc cd thé lay nhidm vao may tinh ngudi ding théng qua cac tép tin dinh
kém thu dién tir. Cac tép tin doc hai nay thuong dugc dinh kém trong thu dién tir tir
dia chi la hodc gia mao hom thu cia mot co quan t6 chic.
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Do do, nguoi st dung khéng nén mo cac tép tin dinh kém thu dién tir nhan
duogc tor mot nguoi la hodac mot nguoi co dia chi thu dién tir giong vai nhitng nguoi
ma minh quen biét, ma khoéng rd ly do nhan dugc thu.

Ngoai ra, ching ta c6 thé sir dung chuong trinh phong chong ma doc dé do
quét tép tin dinh kém trudc mo.

1.1.9. Sir dung USB, thiét bj lwu tri di déng can trong

Phan 16n, nguoi dung déu da hodc dang so hitu thiét bi USB dé luu trix dit liéu
phuc vu cho viéc hoc tap, 1am viéc cua ban than. Cac thiét bj luu trit hoan toan co
thé bi nhidm virus va ransomware (vo tinh hoic ¢ y) va st dung véi muc dich xau,
gay thiét hai cho nguoi sir dung ching. Tham chi con ¢6 nhiing phan mém doc hai
duoc thiét ké danh riéng cho USB, bién chiéc USB thanh cong cu 1ay nhiém ma doc
trung gian trén may tinh, qua d6 danh cip thong tin ding nhap va di liéu nhay cam.

Mot s6 luu ¥ dé bao vé may tinh, dit liéu cia nguoi ding khoi USB, thiét bi
luru trit doc hai bao géom:

v' Khong cam USB chua xac dinh ngudn gbc vao cac may tinh quan trong.
Panh vao tim 1y td mo ciia con ngudi ciing 1a mot ky thuat tan cong phd
bién cua tin tic. Piéu nay dac biét hay xay ra trong trudng hop ban nhat dugc
USB roi ¢ dau do.

v' Khéng st dung chung mot 6 USB cho may tinh ca gia dinh va co quan. Biéu
nay c6 thé lam giam nguy co 1ay nhiém chéo giira cac may tinh.

v Ludn bat cac tinh nang bao mat nhu x4c thuc mat khau, van tay (néu co) doi
véi két ndi USB. Diéu ndy s& gilp bao vé thiét bi khoi hoat dong truy cap
vat ly cua hacker.

v Ludn cap nhat phan mém trén may tinh caa ban I&n phién ban méi nhat dé
duoc bao vé tbi da trude céc loai ma doc, 16 hong bao mat da biét.

v/ Ludn dung giai phap phong chdng phan mém doc hai nhu Anti-Virus,
Endpoint Security dé ra quét, tim va loai bo cac ma doc trén cac thiét bi luu
trir di dong truac khi st dung.

1.2. Phong chéng thu dién tir lira d4o, gia mao (Phishing)

Tan cong lira dao 1a mot dang tan cong pho bién, tan cong truc dién vao su thiéu
hiéu biét cua nguoi dung. Ké tan céng sir dung cac méanh khae 16i kéo nhitng nguoi
khéc tiét 1o thong tin ma cé thé duoc str dung dé danh cap dir liéu, truy cap vao hé
théng, truy cap vao dién thoai di dong, tién bac, hoic tham chi théng tin riéng cua
ban. C4c tin cong nhu vay c6 thé rat don gian hoic rat phuc tap tly vao muc tiéu,
d6i tuong tan cong.
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M@t s6 cach phat hién thw dién tir lira ddo ddi véi nguwoi dung
Khéng nén tin twéng tén hién th; trong mail

Mt chién thuat hra dao yéu thich caa cac tin tic 1a gia mao tén hién thi caa mot
thu dién tir & danh lira ngudi nhan. Cac tén hién thi hay dugc gia mao nhu tén cua
cac Cong ty, to chic, hdng Ion; Nguoi quen cua ban; Ngudoi noi tiéng ...

Can nhdc ki luwong khi bam vao lién két trong thu dién tir

Can trong khi bam vao bt ctr lién két dugc gui trong noi dung thu dién tir. Lién
két d6 co thé dan ban toi mot website lira dao gia mao, quang cao hay mot website
doc hai ma hacker dung 1én dé tan cong.

B6 qua cdc thw dién tir yéu cau cung cap thdng tin c& nhan

Mot t6 chirc, cong ty, ngan hang,...s& khdng yéu cau nguoi sir dung cung cap
thong tin ca nhan vo Iy qua Internet. Do vay ban hoan toan cé thé bo qua ching khi
nhan duoc cac thu dién ti voi ndi dung d6. Va tham chi han ché téi da, can nhac can
than khi cung cép théng tin ca nhan cho bat ky to chirc nao.

Can trong Véi cdc thu dién tr ¢é tiéu dé “Hap dan — Nhay cam — Khan cdp ”

Panh vao tim 1y cta ngudi ding, hacker thuong xuyén sir dung céac tiéu dé
email cd tinh Hap dan — Nhay cam - Khan cép trong thu dién tir dé lira nguoi dung.
Mot sb tiéu dé thu dién tir ma chic chan 14 lra d4o hoiic c6 ma doc nhu: “Cap nhat
bang luong cong ty Quy 2/2019” ; “Canh bao: Tai khoan cua ban bi dinh chi” ...

Can thdn, can nhdc khi tdi vé cdc File dinh kém trong thu dién tir

Tan cong bang viéc cai mé doc, virus trong cac file dinh kém trong thu dién tir
1a phuwong thirc tin cdng phd bién va hiéu qua nhat hién nay. Khdng nén tai va mo
chay file ngay khi nhan dugc thu dién tir c6 file dinh kém. Cha y téi dinh dang file
va tao thdi quen quét virus vai cac file dinh kém trudc khi mé chiang, dac biét la cac
tap tin dinh kém c6 dat mat khau gai kém theo nham qua mit cac giai phap bao vé o
I6p mang.

Nhén dién cac thu dién tur spam —thuw dién tir quang cao

Nguoi dung can canh giac khi nhan cac thu dién tir spam, thu dién tr quang céo
tu Internet. Trong céac thu dién tir nay thuong di kém vai nhiéu rai ro mat an toan
théng tin ma chang ta khdng mong muon nhu: Itra dao, ma doc, gay anh huong toi
cong viéc khi nhan qua nhicu...

Can trong vdi cac tin nhan réac
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Ciing tuong tu nhu thu dién tir spam thi cac tin nhin rac (sms spam) ciing giy
cho ngudi ding rat nhiéu phién toai. Bén canh d6 ngiy nay céc tin nhin rac thuong
xuyén duoc st dung nhu mot phuong thire dé lira ddo nguoi dung nhu: Ban tring
thuong mot xe SH....Nhin tin, goi téi 1800XXXX, 1900XXXX, 1900XXXXXX,
6XXX, 7XXX, 8XXX, 9XXX,... Truy cap vao duong link, trang web.

1.3. St dung mang riéng ao (VPN)

Dé kiém soét va bao vé cac két ndi truy cap vao hé thdng, cac co quan, td chic
c6 thé lua chon phuong 4n mi hoa tat ca luu lwong truy cdp mang véi mot mang
riéng két ndi ao (VPN - Virtual Private Network). Cac két ndi VPN sir dung mét loat
cac giao thurc dé thuc hién mot két ndi an toan giita diém két ndi vao hé théng. VPN
c6 thé sir dung dé két ndi tir mot mang khong an toan (nhu két ndi khdng day trong
mét khéach san, quén cafe hay tai nha cia nhan vién) dén cac ngudn tai nguyén noi
bo trong hé thong cia co quan, to chuc.

Tai sao nén sir dung VPN?

VPN la céc két ndi mang duoc ma hoa. Piéu nay cho phép ngudi ding tir xa
truy cap an toan tir xa vao cac dich vu cua to chic. VPN 1a mot cach dé dam bao tinh
bao mat cho “dir liéu truyén qua” trén mot mang khdng tin cay, nhung ching ciing
cung cap mot sb loi ich khéc. Vi du: Mot té chire c6 van phong & nhiéu dja diém c6
thé str dung VPN dé cung cép cho ngudi ding tir xa quyén truy cap vao cac dich vu
tép va thu dién tu cua cong ty.

Hudéng dan tao cau hinh VPN trén Windows 10:

Budc 1: Nhan nat Start trén giao dién rdi chon tiép vao muc Setting

3D Builder

8GadgetPack

Access 2016
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Busc 2: Trong giao dién Windows Setting nhin chon vao muc
Netwwork&Internet.

Windows Settings

Ot A

Devices Network & Internet Personalization
ptions Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN Background, lock scree

colors

Budc 3: Chuyén sang giao dién mai. Tai danh séch bén tréi giao dién nhan vao
muc VPN.

2 =t
I B Status Ethernet 2

You're connected to the Interne

@ WiFi If you have a limited data plan, you cg
metered connection or change other
¥ Ethernet
Change connection properties
2 Dial-up

Show available networks

% VPN h Change your network setting

g~ Airplane mode
@ Change adapter options

fiew network adapters and change ¢

) Mobile hotspot

% Sharing options

(8 Natacans

RIS

Budc 4: Sau d6 nhin sang ndi dung bén phai s& thay mot sé muc thiét lap dé
tao VPN, chon Add a VPN connection.
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VPN

P VPN

Add a VPN connection
= =

Advanced Options

Allow VPN over metered networks

@ on

Allow VPN while roaming

Budgc 5: Xuat hién giao dién Add a VPN connection, dién mét sé thdng tin

€= Settings — (] X

Add a VPN connection

VPN type

Type of sign-in info

User name (optional)

Password (optional)

e VPN provider: nhan chon Windows (built-in).
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Connection name: chon tén két ndi ban mudn.

Server name or address: nhap tén may chua hoac dia chi IP cua may chu do.
VPN Type: chon Point to Point Tunneling Protocol (PPTP) hoac L2TP/IPsec
with pre-shared key.

Type of sign-in info: chon Username and password.

User name: tén ngudi dung.

Password: mat khau.

Budc 6: Nhan Save dé luu lai.

Hudéng dan két ndi véi VPN trén Windows 10

- Quay trd lai giao dién VPN trén Setting ban sé& nhin thdy mang VPN dugc tao méi.
Pé két ndi voi mang nay chi can click chon roi nhan tiép vao Connect.

VPN

Add a VPN connection
+

Connect Advanced options Remove

Advanced Options
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CHUYEN PE 2: HOC TRUC TUYEN AN TOAN

Trong mua dich Covid, viéc hoc tir xa bang céc thiét bi dién ta tai nha s& 12
giai phép thay thé t6i wu cho viéc hoc tap trung & truong déi véi hoc sinh, sinh vién
va gi4o vién. Hién nay, su phat trién cua cong nghé da cho ra doi nhiéu phan mém,
hinh thic hoc truc tuyén nhu Zoom, Microsoft Teams, Skype, Google Meeting,
Google Class,... Viéc nha truong, cac co sé gido duc dao tao pho bién huéng dan st
dung cac phan mém hoc truc tuyén trong mua dich 1a diéu can thiét, vi tai thoi diém
khing hoang nhu thé nay, hacker dé loi dung xam nhap vao khong gian mang, cac
phan mém hoc truc tuyén dé danh cip thong tin ca nhan, phat tin ma doc gay anh
huong dén nguoi ding va qué trinh hoc tap. Nha trudng, gido vién can huéng dan
hoc sinh, sinh vién cac chirc ning, cach truy cap cu thé trén cac phan mém hoc truc
tuyén dé tranh xay ra sai sot lién quan dén van dé bao mat théng tin va an toan théng
tin trong qué trinh giang day.

Ngoai nhimg huéng dan cua nha truong, té chic, dudi dy 1a mot s6 huéng
dan cua NCSC dé thiét 1ap tinh ning bao mat trong tng dung hoc tric tuyén phd bién
hién nay:

2.1. Phan mém Zoom

2Z200m

2.1.1. Pat mat khau cho Iép hec
Tinh ning mat khau cho 16p hoc gilp bao mat théng tin. Han ché viéc truy
cap mao danh hoac truy cap tir cac dbi twong khdng can thiét.

Mat khau Zoom giup don gian va thuan tién hon trong cong viéc quan ly

cac lop hoc va budi hop truc tuyén ma ban 1a ngudoi chu tri.
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Budéc 1: Tai giao dién chinh caa phan mém, bam chon vao thé “Meetings”.

Home

by Parscnal Bapeting ID (P

B Copy Imyvitation # e

My Personal Meeting ID (PMI)

~

Budéc 3: Mic dinh, Zoom sé& ty dong dat mat khau cho 1D caa ban. Néu muédn thay

d6i mat khau, hay tich chon va nhap mat khau muén cai dit.

Budéc 4: Nhan Iuu lai va cung cap 1D va mat khau 16p hoc cho nguoi tham gia dé

truy cap lop hoc.
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Personal Meeting ID Settings

Personal Meeting ID

Upgrade to Pro to Change

Password
Require meeting password

Video
Host: O On Off Participa-nts_'o On Off
Audio
Telephone Computer Audio o Telephone and Computer Audio
Dial in from United States Edit

2.1.2. Xac thye ngwoi tham gia
Budéc 1: Bang nhap vao cong web Zoom.

Budéc 2: Trong bang diéu hudng, nhap vao Settings.
Budéc 3: Trong phan Security, xac minh “Only authenticated users can join meetings”

Néu cai dat bi tat, hdy nhap vao nat chuyén do6i dé bat. Néu hop thoai xac
minh hién thi, chon Turn on dé x4c minh sy thay d6i.

Luu y: Néu cac tly chon chuyén sang mau xam, n6 da bi khoa & cip nhoém hoic cap
tai khoan. Ban can lién hé vai quan tri vién Zoom.

Néu chua ding nhdp vao Zoom, sé hién th;:

u This meeting is for authorized attendees only
Click "Sign In to Join" to sign into Zoom with an email address

authorized for joining this meeting

Sign In to Join Leave

Néu ding nhdp email khdng hop lé:
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This meeting is for authorized attendees only

Click "Switch Account to Join" to sign into Zoom with an email
address authorized for joining this meeting

Switch Account to Join Leave

2.1.3. Khoda cugc hop
Khi phién di bit dau, hdy chuyén dén tab "Manage Participants”, chon
"More" va chon "Lock” cudc hop cua ban ngay sau khi tat ca moi ngudi tham gia da
vao. Diéu nay s& ngan nhitng nguoi khac tham gia ké ca khi thdng tin ID cudc hop
hoac thong tin truy cap bi ro ri.

Lock Meeting
Enable Waiting Room

Allow participants to:
Share Screen
v Chat
+ Rename Themselves
. = "
DN % at ~ @ cc ]

Start Video Security  Participants at Share Screen Record Closed Caption Ereakout Rooms  Reactions

2.1.4. Tat chia sé man hinh cia ngudi tham gia
Dé ngan nguoi tham gia chia sé man hinh trong khi goi, bang cach st dung
cac diéu khién may chu luu trir & dudi cing, nhap vao mili tén bén canh “Share
Screen” roi chuyén dén “Advanced Sharing Options”. Trong phan "Who can share?"
chon “Only Host ” va dong cira S6.

v/ One participant can share at a time

Multiple participants can share simultaneously

Advanced Sharing Options...

- @ o

ts Share Screen Record Reactions
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) Advanced Sharing Options...

How many participants can share at the same time?
© One participant can share at a time

Multiple participants can share simultaneously (dual monitors recommended)

Who can share?

Only Hos| © All Participants |

Who can start sharing when someone else is sharing?

© Only Host

All Participants

2.1.5. Sir dung ID ngiu nhién

Nguoi dung khdng nén sir dung ID cudc hop ca nhan caa minh, vi diéu nay c6
thé tao diéu kién cho nhitng ké tan cong 1am gian doan cac phién hop truc tuyén.
Thay vao do, hy chon mot ID duoc tao ngau nhién cho cac cudc hop. Ngoai ra,
khdng nén chia sé cong khai ID cé nhan caa minh.

2.1.6. Str dung phong cho

Tinh ning Phong chd (Waiting Room) 1a mot cach dé loc nhirg nguoi tham
gia trudc khi ho duoc phép tham gia cudc hop. Piéu nay ciing cho phép chu cudc
hop kiém soat tét hon bao mat trong phién hop.

Give us just a moment!

University Happy Hour

2.1.7. Tranh chia sé tép tin

Can than véi tinh nang chia sé tép cua cac cudc hop, dic biét néu nguoi ding
khong xac dinh dang gai mot tép tin hoac lién két qua do, nhiing thir nay cé thé chia
virus. Thay d6, hay chia sé tai liéu thong qua cac dich vu dang tin cay nhu Box hoac
Google Drive.

2.1.8. Loai bé nhirng ngwoi tham gia khong can thiét
Néu nhan thiy ai d6 dang 1am gian doan cudc hop, nguoi dung cé thé kick ho
trong tab "Participants”. Di chudt qua tén, chon "More" va x0a chung.
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Participants (8)

Find a participant

© © © ©
Mute All Unmute All Mor

Zoom Group Chat

Nguoi dung ciing c6 thé dam bao ho khong thé tham gia lai bang céch tat
"Allow Removed Participants to Rejoin" trong tab "Settings: Meetings — Basic”.

Schedule Meeting

n Meeting (Basic) Nonverbal feedback C)
— ) Participants in a meeting can provide nonverbal feedback and express opinions by

In Meeting (Advanced) clicking on icons in the Participants panel.

Email Notification

Other Join different meetings simultaneously on desktop o

Allow user to join different meetings at the same time on one desktop device

Allow removed participants to rejoin o

Allows previously removed meeting participants and webinar panelists to rejoin )

Allow participants to rename themselves ()

Allow meeting participants and webinar panelists to rename themselves. 7

2.1.9. Kiém tra c&c ban cap nhat

Khi cac van dé bao mat xuét hién va cac ban va phan mém dugc trién khai
hoac cac chirc niang khdng an toan s& duoc Xt 1y. Nguoi dung nén dam bao ring
minh dang dung ban phan mém mai nhat. Bé kiém tra, hdy mo ¢ng dung danh cho
may tinh dé ban, chon profile & trén cling bén phai va chon "Check for updates"”.
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Can Tho University LICENSED'

luutd@ctu.eduvn

Q:

ek

® | Add a Personal Note

© Settings
Monday, A
® Available
°
New Meeting ~ Join e
© Do not disturb 2
My Profile

et
19 Try Top Features
No upcoming

Help >
Schedule Share screen ~ Check for Updates

Switch to Portrait View

Switch Account

Sign Out

Néu phién ban 123 méi nhat ching ta s& nhan duoc thong tin “You are up to date”

) zoom Update X

You are up to date

You are on the latest version 4.6.9 (19253.0401). Release notes

Close

Néu phién ban chua phai 1a mai nhat, nguoi dung s& nhan duoc théng tin ""Update
Available!", nhan vao "Update™ dé cap nhat ban méi nhat.

Update Available!

New version 4.6.19253.0401 is available. You have 4.6.7 (18176.0301

Release notes of 4.6.19253.0401:
-Fixed the UNC link issue.

Release notes of 4.6.19178.0323:

New and enhanced features

-View a customizable disclaimer for recording and remote control
-Security enhancements

Resolved Issues

-Minor Bug Fixes

Release notes of 4.6.18176.0301:

Meeting/webinar features
-Mute original audio with language interpretation

Update | Later
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2.2. Phan mém Microsoft Teams

2.2.1. Kiém soat khach mai va ngwoi dung an danh trong nhém

Khach mai (Guest User) 1a ngudi ngoai to chirc ma duoc giri 1oi moi thong
qua email. Sau khi tré thanh thanh vién trong cudc hop, khéach moi s& ¢é quyén duoc
goi, nhan tin, hop va chia sé cac tap tin.

Mt khéc, nguoi ding an danh (Anonymous users) s& khdng cé théng tin chi
tiét vé ban than va khong c6 thong tin ddng nhap nao dugc luu trix trong Azure AD.
Vay nén néu mudn han ché ngudi ding an danh tham gia cudc hop, c6 thé tat chuc
nang “Anonymous users can join a meeting” tir Trung tdm quan tri caa Teams.

e Microsoft Teams admin center

Dashboard

Meeting settings

20
Teams
Meeting settings are used to control whether anonymous people can join Teams meetings, what is included in the meeting

Devices invitations, and if you want. you can enable Quality of Service (QoS) and set the ports for real-time traffic. These settings are
used for all Teams meetings that people schedule in your organization. Learn more

Locations

Users Participants

Meetings Anonymous users can join a meeting o On

Meeting policies

Meeting settings Email invitation

2.2.2. Sir dung céac ID va link khach nhau cho tirng phan
Dé bao vé cudc hop trén Teams, nguoi ding nén dam bao rang mdi phan trong
cudc hop sé dugc tao mot meeting riéng vai ID riéng.

Audio Conferencing & Edit

Audio conferencing
On

Send conference info in email

Conference ID

2534815

Reset conference 1D

PN
Reset PIN
L L XL

Default conferencing toll phone number

Invites from this user can include toll-free number

Off

Dial-out permissions

Deon’t allow dial-out

2.2.3. Thiét lap cai dit d6i véi ngudi ding trong cudc hop
CO mét vai chuc nang cudc hop trén Microsoft Teams. Diéu nay phu thudc
vao ngudi to chirc cude hop, ¢ thé chon hoic dé ho thoat khoi sanh chd (muc Lobby
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trong Ms Teams) va dé ho chd cho dén khi c6 nguoi cho phép ho tham gia vao cudc
hop.

Trén MS Teams con ¢ chirc ning cho Caller, nguoi ding cé thé dé ho tu dong
roi khoi sanh Lobby va nhan thdng bao khi ma ho tham gia hoac roi cudc hop.

Péi vai chire ning Present, ngudi ding c6 thé cho phép tat ca moi nguoi hoac
lua chon tirng d6i twgng tham gia vao cudc hop.

T

Web - New Application Launch

() November 10, 2020, 10:00 AM- 11:00 AM

% Expert Advice

Meeting options

Who can bypass the lobby? People y oraa
Always let callers bypass the lobby

Announce when callers join or leave ()

Who can present?
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CHUYEN DE 3: LIEN LAC, KET NOI AN TOAN
Trong khi tat ca ching ta phai ¢ nha do cac dot dich bung phét, nhiéu nguoi
van can giit lién lac véi ban bé va gia dinh bang cac ung dung tro chuyén nhém,
video call. Pay 12 mot su két ndi vui vé, nhung d6i khi diéu d6 ciing mang lai nhiéu
rai ro trong viéc dam bao an toan théng tin ma ching ta khong dé y hoic cé canh
giac cao d6. Vi vay, Trung thm Giam sét an toan khong gian mang qudc gia (NCSC)
khuyén nghi mét s6 huéng dan dé gitt an toan sau day.

3.1. An toan khi sit dung cac phan mém video conference (Zoom,
Microsoft Team,...)

Dich Covid dem lai thach thac 16n cho toan b x& hoi. Mot trong nhirng thu
thach d6 13 1am sao gitip moi ngudi 1am viéc tir xa va két néi véi nhau mot cach hiéu
qua. Céc cong cu giup lién lac va hop video call dang ndi 1én tré thanh phuong thic
quan trong trong viéc gilp van hanh gitta ngudi ding, cac té chic va doanh nghiép.
Tuy nhién, ciing véi do, day 1én mot sé nghi ngai vé tinh bao mat va dam bao tinh
riéng tu trong thong tin lién lac dua trén nén tang video call. Dudi day 1a mot s6
phuong phap dé dam bao an toan va bao mat khi sir dung cac phan mém video
conference:

Can than khi chia sé 1D cugc hop: Mic di ban ¢6 thé mubn cang nhiéu nguoi
tham gia cang tét cho cudc hop hoic sy kién tryc tiép caa minh, viéc hién thi 1D cudc
hop trén phuong tién truyén théng xa hoi, trang web hoic cac dién dang cong khai
khé&c c6 thé thu hat nhitng nguoi tham gia c6 muc dich xau.

Nam rd thong tin chinh sach bao mat dix liéu cia nha cung cap ing dung
ma ban s& dung: vi c6 nhitng nha cung cap chia sé mot s6 mure do dir liu véi cac
bén thu ba.

Theo ddi va kiém tra nhirng ngwoi tham gia cudc hep: Nguoi to chic cudc
hop c6 kha ning theo ddi nhitng ai tham gia cudc hop theo nhiéu céch khéac nhau, tiy
thudc vao hé thong dang sir dung. Hau hét cho phép nguoi to chire dat canh bao am
thanh dé thong bao khi nhimg nguoi tham gia moi tham gia. Nguoi chu tri ciing nén
xem danh sach thanh vién dé xac minh nhitng ai tham gia. Néu nhiing céi tén khong
dugc cdng nhan hoic an danh c6 trong danh sach, nguoi cha tri nén yéu cau ho xac
nhan danh tinh cia minh bang giong néi hoac trd chuyén.

Lam chi cac tinh ning diéu khién cudc hep: Bé ngan chin nhimng nguoi
tham gia khdng mong mudn, hay dam bao hé thng ban dang st dung cho phép may
cha loai mot nguoi tham gia va ngdn ho tham gia lai. Mot s6 hé thong ciing cho phép
ban khoa cudc hop khi tit ca cac ca nhan dugc yéu cau déu c6 mit.
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Hau hét cac hé théng cho phép may chu tat &m thanh va video call cua mot sé
hoac tat ca nguoi tham gia va dat cuoc hop ¢ ché do chi danh cho may chu. biéu nay
giup gitr cho nhom tap trung va ngan chan su gian doan, ké ca tir nhirng vi khach
khéng mong muon.

Hay luu ¥ rang mot sé nén tang cho phép truyén tép c6 thé 1a duong dan cho
viéc chia sé phan mém doc hai. It nhat, hay dam bao rang nguoi t6 chic cuoc hop co
thé tat tinh nang truyen tép dé ngan phan mém doc hai duoc chia sé.

Sir dung cac tinh niing ning cao trong cudc hop truc tiép cho cac cudc hop
va su Kién lon: Khi cong ty can té chac cac cudc hop hoac su kién 16n vai hon 25
ngudi, nén dau tu vao hé thong co kha nang va tinh nang bao mat phu hop.

Nang cao nhan thirc bao dam an toan thong tin co ban: Néu ban nhan dugc
mot lién ket qua email hoac cac kénh xa hoi dé tham gia video conference, hay lién
hé voi nguoi gai dé xac nhan tinh hop phap cua nd. Khong mé cac lién ket va tép
dinh kém trong email tir nhitng nguoi giri khong xac dinh. Mot s6 cach nhan biet ban
dau 1a duong dan co 16i chinh ta.

Mot s6 huéng dan thiét 1ap bao mat nang cao trong cac phan mém video
conference pho bién Zoom va Microsoft Team c0 tai chuyén dé 2 trong tai liu nay.

3.2. An toan khi két ndi video call, chat qua cac &ng dung truc tuyén (Zalo,
Facebook, Viber, Skype,...)

> Chi chap nhan cac yéu cau tro chuyén tir nhitng nguoi ban biét

> Giir thong tin ca nhan cua ban ¢ ché do riéng tu. Chon cai dit riéng tu trén tat
ca cac tng dung tro chuyén va chi chia sé ndi dung ca nhan véi nhitng nguoi
ban biét.

> Hay can than véi nhitng gi ban trd chuyén. Khdng chia sé noi dung ca nhan
nhu sb dién thoai, noi ban di hoc/lam hozc noi ban Séng.

> Hay thuc sy can than véi bat ky anh hoic video nao ban chia sé, dic biét néu
chdng khién ban xau hd. Néu ban khéng muén nguoi quen cia minh nhin thay
no thi dung chia sé

> Néu ai d6 gy ap luc budc ban phai 1am bat ctr diéu gi ban khdng muén 1am
hoac cam thay khdng thoai mai, ban c6 thé ndi khéng. Hay ding cudc trd
chuyén lai va n6i chuyén véi ngudi quen caa ban. Ban s& khdng gap rac rdi va
ho s& c6 thé giup da.
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> Néu ban thay video hoic hinh anh trong cudc trd chuyén caa minh gy nham
lan hoic dang so, hdy dirng cudc tro chuyén lai va noi chuyén voi ngudi quen
cua ban.

Mot sé hudng dan thiét 1ap bao mat nang cao trong cac tng dung truc tuyén
(Zalo, Facebook) tham khao tai chuyén dé 4 trong tai liéu nay.

Ngoai ra, ngudi ding nén chl ¥ nang cao bao mat bang cach sir dung mat khau
manh (tham khao cac hwéng dan tai chuyén dé 1).

3.3. Sir dung an toan mang khéng day

Trong nhitng nam gan day, mang khong day ngay cang tro nén pho bién, gia
thanh thap va dé str dung. Nguoi dung cd thé lap dat dé truy cap mang khong day tai
nha hoac str dung may tinh xach tay, thiét bi di dong thong minh dé truy cap tai nhiing
noi cong cong nhu quan café, san bay, khach san... Viéc sir dung mang khong day sé
rat tién loi va don gian nhung né ciing tiém an rat nhiéu nguy co mat an toan thong
tin.

Néu mang khong day khong dugc bao vé diing muc thi bat cir mot may tinh
nao c6 hd tro truy cap khong day déu co thé két néi dé truy cap Internet.

3.3.1. Cac nguy co

Bi xam pham dich vu: dung luong, so luong két noi...co thé vurot qua gidi han
ma nha cung cap dich vu cho phép, toc do c6 thé rat cham do bi chiém dung bang
thong.

Bi loi dung: mot s6 ngudi o thé loi dung hé thong dé thyc hién nhiing hanh
dong bat hop phap.

Bi theo ddi: cac hoat dong trén Internet c6 thé bi theo ddi, nhiing thdng tin
nhay cam (mat khau, s6 thé tin dung c6 thé bj danh cap).

Bi tan cong: c4c tép tin trén may tinh co thé bi truy cap trai phép, may tinh c6
thé bi cai dat virus va cac chuong trinh doc hai khéc.

3.3.2. Cac phwong phap thiét 1ap mang khong day an toan

Do chi phi trién khai cac mang khdng day nho tai gia dinh, khu vuc nho, nén
cac bién phéap bao dam an toan thdng tin 1a mot van dé khong duge luu tam dau tu.
Nguoi dung c6 thé ap dung mot sé bién phap dé giam thiéu rai ro mat an toan théng
tin bao gom:
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- Cap nhat phan mém, firmware cho cac thiét bi truy cip va cac diém truy nhap
véi phién ban mai nhat do nha san xuat cung cap.

- Kich hoat cac phuong thic ma hoa WEP/WPA/WPAZ2 theo thir ty vu tién sur
dung WPA2, WPA néu thiét bi hd tro.

- Thay doi tén mang khéng day (Service Set Identifier — SSID) mac dinh do
cac nha san xuét cai dat san. Khong sir dung cac tén goi ¢d goi ¥ nhu tén dudng phd
hay dia chi, cdng ty, nha riéng hay ho tén cac thanh vién trong gia dinh, co quan, van
phong. C4 thé lya chon thém tinh nang “an” tén mang khong day dé céc thiét bi thu
nhan khdng nhin thay cac tén mang.

- Khéng kich hoat chitc ning quang ba SSID. Pé thyc hién tinh nang nay, can
dam bao nguoi dung hop phap da luu trit théng tin SSID trén thiét bi.

- Loc dia chi MAC (Media Access Control): Mot vai diém truy cap c6 kha
nang chap nhan céac két ndi chi di voi cac dia chi MAC dang tin cay la cac dia chi
duy nhét trén mang (khdng trung khép nhau). Thuc hién diéu nay 1a rat kho khan
trong mot moi truong véi hon 20 nguoi ding do viéc thiét lap diém truy cap bang
tay rat mat thoi gian. Tuy nhién, né cé thé duoc thiét 1ap mot cach don gian trong
moi truong nha ¢ va van phong nho.
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CHUYEN DE 4: GIAI TRi AN TOAN

Trong thoi dai 4.0, Mang xa hoi la mot trong cac tién ich dem lai cac trai
nghiém danh cho ngudi dung. Mang xa hoi (Facebook, Zalo,...), cac trang mang mua
ban, giai tri, thanh to4n hoac cac trang tin tac xuat hién & moi lGc moi noi va tré
thanh théi quen hang ngay. Cung vai nhitng lgi ich to 16n, cac de doa tir khéng gian
mang ciing hién hitu song song, do vay ngudi ding can hiéu va co céac giai phéap
nham dam bao an toan khi tham gia khéng gian mang.

Phan nay dua ra cac hudng dan co ban nham dam bao an toan thong tin doi
véi ngudi ding trong cac hoat dong giai tri truc tuyén.

4.1. Sir dung mang xa hgi an toan

Cac trang Mang x4 hoi dang ngay cang pho bién nhu 1a cong cu gian tiép dé
khai thac thong tin vi lugng nguoi dung l6n, luwong thong tin ca nhan dugc dang tai.
Ban chat caa c4c trang mang x& hoi 1a khuyén khich nguoi dung dang thong tin ca
nhan.

Bao mat va quyén riéng tw lién quan dén cac trang Mang xa hoi vé co ban 1a
van dé hanh vi, khdng phai van dé cong nghé. Mot ngudi cang dang nhiéu thng tin,
thi cang c6 nhiéu théng tin tiém an nguy co bi xam pham bai nhiing ké c6 y d6 xau.
Nhitng nguoi cung cip thong tin riéng tw, nhay cam hoic bi mat vé ban than hozc
nguoi khéc, di vo tinh hay ¢6 ¥, déu c6 nguy co cao bi tin cong. Thong tin nhu s6
an sinh xa hoi, dia chi dudng phd, sé dién thoai, théng tin tai chinh hoic théng tin
kinh doanh bi mat cua mot nguoi khéng nén cung cap truc tuyén. Tuong tu, Viéc
dang anh, video hoic tép &m thanh c6 thé dan dén vi pham bi mat cua to chic hoic
vi pham quyén riéng tu cia mot ca nhan. Piéu quan trong 1a nguoi ding can nhan ra
va xac dinh duoc viéc dang bat ki thong tin gi 1én Mang xa hdi dong nghia voi viéc
c6 nhiéu ngudi biét dén, va cd thé co nhing tac dong lau dai.

Chia sé thong tin qua muc:

Khi tao mét tai khoan maéi, hau hét cac Mang x& hoi s& yéu cau théng tin ca
nhan nhu dia chi nha, ngay sinh va sé dién thoai. Viéc cung cip thong tin nay co thé
nguy hiém va sé& duoc cong khai cho bat ky ai truy cap trang ho so ctia nguoi dung,
dic biét néu thiét 1ap cac tuy chon bao mat lién quan dén quyén riéng tu.

Xac minh cai dat tai khoan:
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Ngay ca khi cac thdng tin, bai viét caa tai khoan duoc dit & ché do riéng tu;

tai khoan ngudi ding van ¢ nguy co bi tin ¢éng néu ai d6 xam nhap vao tai khoan,

ngudi d6 s& co thé xem va st dung thong tin. Chia sé nhitng thir don gian nhu mau

sac yéu thich cua cha tai khoan c6 thé khién ddi tuong tan cong thir xem nguoi ay co

st dung n6 1am mat khau trén tai khoan caa minh hay khdng. Méi de doa l6n nhat

cua viéc chia sé théng tin qua mic 1a danh cip danh tinh. Panh cap danh tinh khong

phai 12 hiém trong thé giéi cia mang x& hoi truc tuyén. DBac biét khi tinh ning an

danh duoc cung cap truc tuyén gidp hacker d& dang khéng bi phét hién.

Che d4u danh tinh:

Cac trang mang xa hoi khién nguoi dung rat dé gia mao 1a nguoi khac. Ngay
ca khi mot ca nhan c6 thé két ban véi ai d6 trén trang web, bat ky ai ciing c¢6 thé kiém
soat tai khoan cua ngudi ding néu nguoi do co thé lay dugc mat khau cua nguoi
dung. Do d6, ai d6 1a "Ban bé" c6 thé yéu cau tién hozc lay thdng tin ca nhan cé thé
duoc sir dung dé xam nhap vao cac tai khoan khac. Vi du: ban c6 thé nhan duoc tin
nhan tir mot ngudi ban, yéu cau ban cung cap théng tin ngan hang cua ban vi ho
mudn chuyén cho ban mot sé tién nhan ngay sinh nhat cua ban. Ban ¢ thé nghi rang
minh dang néi chuyén véi ngudi than ciia minh, nhung thyc té la do hacker da xam
nhap vao tai khoan ctia nguoi than cua ban.

Dich vu dwa trén vi tri:

Dich vu dua trén vi tri c6 thé 1a mot trong nhitng tinh nang nguy hiém nhat do
cac trang Mang x& hoi cung cap. NO tiét 16 vi tri va noi & cua nguoi ding. Dich vy
nay cling c6 mot tinh ning cho phép nguoi ding gan thé ho véi ai vao bat ky thoi
diém nao. Nhimng dbi twong tan cong c6 thé sir dung cong cu nay dé theo ddi hoat
dong vi tri cua nguoi dung.

Ping anh:

Mot trong nhimg tinh ning cia Mang x& hoi ma nhiéu nguoi sir dung 14 tinh
nang chia sé anh. Internet gitp dé dang lay anh va st dung anh theo bt ky cach nao.
Gia mao anh la mot méi de doa Ion dbi véi nguoi ding khi dang anh tryc tuyén. Viéc
st dung céc cong cu chinh stra anh cho phép moi nguoi thao tac trén hinh anh truc
tuyén theo bat ky cach ndo ho chon, cho du né dugc sir dung cho muc dich tét hay
Xau.

46|NCSC



TAI LIEU HUONG DAN NCSC\%‘«v

National Cyber Security Center

Duéi day 1a mot s6 hudng dan dé thiét 1ap cac tinh ning bao mat cho tai khoan
Mang xa hoi.

4.2. Thiét 1ap cac tinh niing bao mat cho tai khoan Mang x& hdi

4.2.1. Tai khoan Facebook

4.2.1.1. Cai dit quyén riéng tw

Ping nhap vao Facebook, nhip vao menu “Cai dat”.

«Chon “Quyén riéng tu” dé xem va chinh sira nhiing ai ¢ thé xem anh, hoat
dong va thong tin cua ban.

Viettel 17:36 @ 99% (wmm)

< Cai dit quyén riéng tu

Privacy Shortcuts

Kiém tra mot vai cai dit quan trong

Xem lai nhanh mét s6 cai dat quan trong dé S
dam bao ban dang chia sé v&i nhithg ngudi

minh muén.

Quan ly trang ca nhan

Di dén trang ca nhan dé thay déi quyén riéng

tu clia thong tin trén trang ca nhan, vidu nhu >
ai méi dudc xem ngay sinh hodc cac moi

quan hé cua ban.

Tim hiéu thém véi Quyén riéng tu cd

ban S
Xem ban hudng dan mang tinh tudng tac nay

dé dudc giai dap cac thac mac pho bién.

Hoat dong ctuia ban

Ai c6 thé xem cdc bai viét clia ban

trong tuang lai? >
Chi minh t6i

Gi6i han ngudi cé thé xem bai viét cii >
Ai ¢ thé nhin thay nhifng ngusi, Trang

va danh sach ma ban theo d&i? >

o B & B 0

«Chon “Ung dung va Trang web” dé kiém soét quyén truy cap vao tai khoan
Facebook cua ban bang cac ung dung va trang web.
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Viettel T 17:38 @ 99% =) al Viettel & 17:39 @ 98% wm.)
< O Timkiém cai d3t < Ung dung va trang web
@ Thanh toan quang céo
Thanh toan hodc chinh slfa cai dat thanh toan cua €] Pa ding nhap bang Facebook Chinh stra >
ban
Cac cai dat nay kiém soat théng tin ma ban dang chia sé véi céng
Facebook Pay ty khéc théng qua (ng dung va trang web ban da d&ng nhap bang
@ e . . e Facebook.
Quan Jy cai dat thanh toan, xem lich sl thanh toan va
nhan ho trg qua tinh nang chat truc tiép.
Tuy chon
> A }
Bao mat ¥ Ung dung, trang web va game Chinh stfa >
D6i mat khdu va thuc hién cac hanh dong khac dé tang
cudng bao mat cho tai khoan cta ban. Cai d&t nay kiém soat kha ning tudng tac vdi cac ('ng dung, trang

web va game c6 thé yéu cdu thdng tin vé ban trén Facebook.

Bao mat va dang nhap
D6i mat khau va thuc hién cac hanh dong khac dé a P N
tdng cudng bao mat cho tai khoan cua ban. @ Théng béo vé (ing dung va game

Cai dat nay kiém soat cac I6i mdi chai game tif ban be, viéc cap
@ Ung dung va trang web nhat trang thai trd chdi va thong bao vé ting dung tif cac nha phat
x trién (ng dung trén Facebook va Gameroom. Viéc thay d6i cac cai
dat nay sé khong anh hudng dén kha nang sl dung (ng dung
hodc chdi game cua ban.

Quan ly thong tin ban chia sé véi cac Ung dung va
trang web ban da dang nhap bang Facebook.

@ Tro chdi turc thi
Xem va g8 cac Tro chdi tifc thi ma ban da chdi trén
Facebook va Messenger

cé v

Khéng
#= Tién ich tich hdp cho doanh nghiép
o Xem va g& céc tién ich tich hgp cho doanh nghiép ma
ban két ndi vdi tai khoan ctia minh dé quan ly quang
cao, Trang cling nhu théng tin khac ctia doanh
nghiép

@ B & B 0

[ Pnhién ban cii ciia Facebook danh

cho di dong Cong khai >

CAi A%t nav kidm enit aivdn ridna tif ~lia nhitha mi han Aing khi

Tt B ® B O =

«Chon “C6” dé chin nguoi duing cu thé hozc 16i mai tng dung.

4.2.1.1.2. Xda lich sir hoat dgng Facebook

Facebook lién tuc theo ddi hoat dong cua nguoi dung. Cac (tng dung va trang
web ty dong kiém tra nguoi dung c6 ding nhap hay khdng va thu thap théng tin
nhitng hoat dong cua ngudi dung dang 1am truc tuyén vé cho Facebook (dir liéu nay
ting 1a mot phan dugc che giau ky cang trong chién luoc quang céo caa Facebook).

Cha y: Viéc x6a lich sir s& ngat két néi dir liéu thdng tin cua ngudi dung khoi
tai khoan; diéu nay sé& ngan Facebook phat tan quang cao dén ngudi ding. Tuy nhién
no sé khong hoan toan ngan no6 thu thap cac bao céo phén tich tir cac trang web khac.

Cong cu Quan ly hoat dong trong twong lai “The Manage Future Activity”
hoat dong nhu 1 phién ban lau dai hon ctia Clear History. Khi ngudi ding tat no di,
no s& ngan cac doanh nghiép giri dit liéu nham muc tiéu quang céo cua Facebook vé
nguoi dung.

48|NCSC



TAI LIEU HUONG DAN NCSC\%‘«v

National Cyber Security Center
Viéc tit “Hoat dong trong tuong lai” s& ngian nguoi dung dang nhap vao cac
tng dung va trang web khéc bang Facebook.
Nhép vao mili tén & trén cting bén phai cua Facebook va nhap vao “Cai dit &
Quyén riéng tu”

Chon “Cai dit”. Kéo xudng dén muc “Thong tin Facebook ciia ban”.

il Viettel 19:35 @ 82% wm)

< QO Timkiém cai dat

Théng tin cua ban trén Facebook

Ban c6 thé xem hodc tai xuéng théng tin clia minh va
x0a tai khoan bat c(f Itic nao.

(o= :l Truy cép thong tin ctia ban
Xem thong tin clia ban theo hang muc.

‘_:' Nhat ky hoat dong
E=J Xem va quan ly thdng tin cla ban cling nhu mét sé cai
dat.

== Hoat dong bén ngoai Facebook
4 Xem hodc xda hoat déng tif cac doanh nghiép va té
chific ma ban truy cap ngoai Facebook.

. Quyeén s hitu va kiém soat tai khoan
_J Quan ly dif liéu, sifa d6i ngudi lién hé thifa ké, vo hiéu
héa hoac xda tai khoan cta ban, v.v.

Tai théng tin cta ban xudng
Tai ><u_6ng ban sao théng tin ctia ban dé luu gilf hodc
chuyén sang dich vu khac.

; Chuyén ban sao thong tin ctia ban
J  Sao chép anh, video, bai viét hodc théng tin khac
sang mét dich vu khac.

QuAna caon

o P ® B 0O

Nhap vao “Hoat ddng bén ngoai Facebook” dé xem lai. Nhap vao “Quan ly
hoat dong ngoai Facebook”.
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' Viettel T 19:37 @ 81% wm)

< Hoat dong bén ngoai Facebook oo

Hoat dong cua ban bén ngoai
Facebook

Hoat déng bén ngoai Facebook la thdng tin
ma céc té chifc va doanh nghiép chia sé véi
chuing téi vé tudng tac clia ban vé&i ho, ching
han nhu truy cép Ung dung hoac trang web.
Tim hiéu thém

@=DDROP=D»DDS

Viber Messenger: Chats & Calls, Bidv.com.vn
va cac trang web/ling dung khac da chia sé hoat dong
cla ban véi Facebook.

Ban c6 thé lam gi
{é} Quan ly hoat déng bén ngoai Facebook
Xem hoat déng ma cac doanh nghiép va té

chifc ban truy cap bén ngoai Facebook da
chia sé véi chung toi.

Ngat lich st

Ngat két néi lich sir hoat déng bén ngoai
Facebook khoi tai khoan cuia ban.

ee+ Tuy chon khac
Xem thém tly chon vé cach quan ly hoat
dona bén naoai Facebook.

N P ® & o =

Ngudoi dung s& dugc yéu cau nhap lai mat khau caa minh. Sau khi dugc xac
minh, man hinh s& hién thi cho nguoi ding cac tng dung va trang web da chia sé
quang cao vai tai khoan Facebook.

Xac thuc lai mat khau

Vi ly do bao mat, ban can nhap lai mat khau dé
xem hoat déng ctia minh.

Guri
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4.2.1.1.3. An vi tri ctia ngwoi dung

Facebook str dung dit liéu vj tri dé cung cap tin tirc cho ngudi ding hoac ban
nhitng thir nguoi dung quan tdm. Néu tat dich vu vi tri, n6 s& khong thé sir dung vi
tri chinh xac cua ngudi dung dé nham muc tiéu ban bang quang c&o. That khong
may, Facebook van cé quyén truy cap vao vi tri mang cua ban, vi vay ban s& can phai
tat tinh ning nay trén ca dién thoai va tng dung cia minh.

Pé tit dich vu dinh vi cia &ng dung Facebook trén dién thoai:

Pi t6i “Cai dat” cia dién thoai va nhan vao “Quyén riéng tu”.

all Viettel 19:43 @ 80% wm)

< @ Tim kiém cai d&t

Quyén riéng tu

Kiém soat ngudi nhin thay hoat déng clia ban trén
Facebook va cach chung to6i dung d{f liéu dé ca nhan
hda trai nghiém.

Cai dat quyén riéng tu
Kiém soat nhifng ai cé thgé xem bai viét va noi dung
clia ban, cling nhu c6 thé tim kiém ban.

I3

Nhan dang khuén mat

Chon xem ching t8i c6 nhan dién ban trong anh va
video hay khéng.

)
o

Trang ca nhan va gan thé

Quyét dinh ai cé thé tudng tac véi ban va cac bai viét
ctia ban trén Facebook.

¢ 0

Bai viét cong khai
Kiém soat nhifng ai c6 thé theo d&i ban va binh lun
vé bai viét céng khai ctia ban

Chan

Xem lai nhifrng ngudi ma ban da chan trudc doé.

Vi tri

Quan ly cai dat vi tri ctia ban.

Trang thai hoat dong

Hién thi khi ban hoat déng.

P® B o =

> O © be

Nhan vao “Vi tri”. S& xuét hién man hinh cai dat vj tri:

O day ban c6 thé tat tinh nang “Cho phép Facebook truy cap vi tri chinh xéac
cua thiét bi nay” va tinh niang “Cho phép Facebook tao lich sir vé cac vi tri chinh xac
nhan dugc qua Dich vu vi tri trén thiét bj cua ban”.
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£ Cai dat vi tri
Cai dat thiét bi
Dich vu vi tri

Cho phép Facebook truy cap vi tri chinh Tat >
xac cua thiét bi nay.

Cai dat Facebook cho tai khoan nay

Lich st vi tri

Cho phép Facebook tao lich stf vé cac vi
tri chinh xac nhan dudc qua Dich vu vi tri
trén thiét bi ctia ban.

Xem Lich stf vi tri >

Tim hiéu thém vé Cai dat vi tri

o P ® B 0O

Tat nhan dang khuén mit:

NCSCX

National Cyber Security Center

Nhan dang khudn mat la trung tam trong thuat toan anh cua Facebook. B¢ 1a
ly do ban ty dong duoc gan thé trong anh ma nguoi khac dang.

Nguoi ding c6 thé tat tinh nang nhan dang khudn mat trén phién ban Facebook
danh cho may tinh dé ban. Lam theo cac budc sau:

Nhap vao mili tén chi xudng & trén cting bén phai ciia man hinh.

Chon “Cai dat & Quyén riéng tu”, sau d6 chon “Cai dit” nhap vao “Nhan dang

khudn mat”.
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Viettel T 19:51 @ 78% wm)
< Nhan dang khuon mat
Théng qua cai d3t nay, Facebook sé biét dudc ban
c6 mat trong anh hay video khéng. Hay truy‘cép
vao Trung tém‘trq giup dé tim hiéu thém vé cach
thic va thai diém chuing t6i nhan dang ban.
Nhan dang khuon mat

Ban cé muén Facebook cé thé nhan
dang minh trong anh va video khong? >
Khong

o P ® B O

Nhan vao “Ban ¢6 muén Facebook c6 thé nhan ra ban trong anh va video
khdng? ” Chon “Khong” trong phan “Chinh stra” va dong dé hoan tat cac budc.

4.2.1.1.4. Loai bé cac wng dung theo ddi khéi Facebook

Pang nhap vao cac nén tang hoic trang web khac bang tén nguoi dung
Facebook caa ban cung cap cho cac cong ty d6 quyén truy cap vao di liéu ca nhan
ctia ban va c6 thé cho phép ho chia sé hoat déng cua ban véi Facebook.

Tat theo dbi ung dung cua bén thir ba khoi may tinh:
Nhép vao mili tén chi xuéng & trén cling bén phai caa man hinh.

Chon “Cai dat & Quyén riéng tu”, sau d6 chon “Cai dat”. O myc Bao mat nhan
vao “Ung dung va Trang web”.
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Cai dat ng dung va trang web
P Tin ) .
Bay la nhiing tmg dung va trang web ma ban dé dang nhép bang Facebook. Cdc (ing dung/trang web nay cd thé nhén théng tin ma ban chon chia sé. Cdc tng
dung bi g& hoac hét han c6 thé van truy cdp dwroc véo théng tin ma trrdc d6 ban chia s&, nhung khéng thé nhan théng tin khéng céng khai ndo khac. Tim hidu
thém

Théng bao

D Di déng Heatdéng o Hét han D3 g& Q

§ Ungdung va trang web
« Tro chdi tuc thi
“w Tién ich tich hop cho doanh nghiép
—. Quéng céo Tuy chon

Thanh toan quang cao

‘Q (Png dung, trang web va tré choi ﬁ Théng bao vé trd choi va (ing dung
4 Facebook Pay
4% Hopthu hé trg
%% Video @

Chon “Hoat dong”.

Nhap vao hop bén canh tén tng dung dé ngung theo ddi ban va nhap

vao “X6a”. Biéu nay s& vo hiéu hda no theo ddi ban.

4.2.1.1.5. Bat xac thuc 2 yéu to (2FA)

Xéc thuc hai yéu té 1a mot trong nhitng cach manh nhat dé bao mat ho so cua
ban khoi nhiing lan dang nhap khdng mong muén. Khi ai d6 ¢6 gang dot nhap vao
tai khoan da bat 2FA, ho khong thé vao ma khdng c6 ma xéac thuc OTP. Vi mi duoc
chuyén dén dién thoai cia ban nén chi ban méi c6 thé diang nhap.

Bwoc 1: Truy cap Facebook.com/settings
Buwoc 2: Chon Security and Login (Bao mat va dang nhap)

ﬂ Q, Tim kiém trén Facebook ﬁ @ ﬁ
Caidat Bao mat va ding nhap
¢ Chung Dé xuat
@ Bdomat va dang nhap Chon ban bé dé lién hé néu ban khéng ding nhap dugc
2L Chung téi khuy&n moi ngudi nén chon tif 3 dén 5 ngudi ban
®  Théng tin cta ban trén Facebook nhap

Bwéc 3: Chon Two-factor authentication (Xac thuc 2 yéu t5) > Chon Edit
(Chinh sira) = Nhap lai mat khau
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Xac thue 2 yéu td

Stk dung xac thure 2 yéu td o

P ne o oal R L P B S . I PPN . Chinh swra
Bat » Chung t6i s& yéu cau ban cung cap ma néu phat hién thay lan dang nhap tir thiét bi hodc trinh duyét la
Bang nhap hop 1& p—
Xem lai danh sach thiét bi ma ban s& khdng can ding ma dang nhap

Ma&t khau rng dung

: i . . o
Str dung mat khau dac biét dé dang nhap (rng dung cla ban thay vi str dung ma dang nhap hodc mat khau Facebook. e
Bwoc 4: Chon Use authentication app (Dung trng dung xac thuc)
Xac thyc 2 yéu t6 dang bat
Ching t6i s& yéu ciu ban cung cip mé xac minh qua
phirong thirc bdo mat ban chon néu phat hién thay Ian
dang nhap tir thiét bi hodc trinh duyét la.
Tat
Phwong thirc bao mat cua ban
’ . 99 . Quan Iy «
Tin nhan van ban (SMS)
SEE | Fng dung xac thurc Quan Iy ~
Ban s& nhan dwgc mad dang nhdp thdng qua mdt (rng dung xac thuwc

Buwéc 5: Tai ung dung xac thuc cua bén Thir 3 (Google Authenticator,
Microsoft Authenticator, LastPass Authenticator,...) trén dién thoai.

Buwéc 6: Hoan tat cai dat ung dung xac thuc, mo va quét ma QR hoic nhap ma
hién thi trén man hinh, bam Continue (Tiép tuc).

Buwdc 7: Nhap ma xac minh tir tng dung xac thuc trén dién thoai vao hop Two-
factor authentication (Xac thuc 2 yéu t6) > Bam nat Continue (Tiép tuc).

Poi véi iwng dung Facebook trén dién thoai:

Budéc 1: BAm hinh ba thanh ngang phia trén géc phai cia tng dung
Buwéc 2: Chon Setting and Privacy (Cai dat & quyén riéng tu)
Buwdc 3: Chon Setting (Cai dat)

Buwéc 4: Chon Security and Login (Bao mat va dang nhap).
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g:49 1. 1M O P40ss% 849 LN O V.4 08s%
« Q, Tim kiém cai dat

Cai dat tai khoan

tin v& ban, cac khoan thanh todn va danh ba cua

141 kKhosn ndi chung

Tro gitp & hd trg
e e ‘ Théng tin ca nhan
i Cap nhit tén, 6 dién thogi va dia chi emall cda bgr

# Cai dat & quyén riéng tu

»  Dich bai viét
\ V' Hay cho chung thi bist tisy chon dich ma ban mudn 4p dung
cho bai vt cua ban be va bal viit 5 ong NouJ

O caidat

/ Thanh toan

4 Loitat quyeén riéng tu r.y POV OR VMR VAXSTINC 7 SuD e con
4 Théi gian ban & trén Facebook Bao mat
D61 mit khau va thyc hién cac hanh déng khac ¢é ting cudng

Wan cua ban

Bao mat va da

") khac d& 1ang

[ Trinh tiét kiém dir ligu

Trinh tao ma

Ung dung va trang web

Quén ly théng tn ban chia sé vai

wed ban da ddng nhip bling Fac

B oangxuat Tro choi tue thi

Buwéc 5: Chon Use two-factor authentication (Str dung xac thuc hai yéu td)

849 2. O V4iesx 849 2N O Vd4hssx

« € Xacthuc2yéuto
Bdo mat va dang nhap

pé xuat

Lz Chonban bé dé lién hé néu ban khong
dang nhap dugce
NEu ban bj khoa tai khodn, banbébanco thé > G“'lp béo Vé tai khOén cﬁa ban

tro gitp. Chi can chi dinh 1 ngudi ban khac dé

thiét lap tinh néing nay NEu phat hién thay lan dang nhap tir thiét bj hodc
trinh duyét la, ching t6i sé yéu céu ban cung cdp
Noi ban d3 dina nhao xemtitca  Mat khdu va ma xdc minh.
(7) Loai thiét bi khéng xac dinh + Ho Chi Minh

City, Vietnam Chon phuong thirc bao mat
fng Fa % - Dang hoat dong

) ' Ung dung xac thuc

D@ xudt ' Tao ma xac minh bang cdc img dung nhu @
Google Authenticator hodc Duo Mobile dé dam

bao an toan tot hon

(] iPhone 6s + Ho Chi Minh City, Vietnam

Pang nhap Tin nhén véan ban (SMS)
. Dung tin nhan vén ban (SMS) dé nhan ma xac
DGi mat khau ; mm: ‘.Iﬂ ly do ha’O mét (har\ kha'wq n;p ding so O
Ban nén sir dung mat khdu manh ma minh > ¢ x »

v o . dién thoai xéc thuc 2 yéu 16 dé dat lai mat khé hi
chua sir dung & dau khac dién thoai xéc -\L yéu 16 dé dat lai mat khau k
dang bat tinh ndng nay

Xéc thuc 2 yéu té
@ Str dung xac thuc 2 yéu to

Chung 16i s& yéu cau ban cung cap ma néu >

phat hién thay 1an dang nhap t(r thiét bi hodc —
trinh duyét la Tiép tuc

@@ - 000000 —_— |
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Buwéc 6: Chon Authentication App (Ung dung xé4c thuc) trong phan Security
methods (Phuong thiic Xac thuc) > Bam Next (Tiép tuc)

8:50 2. O V4R88% 852 .1 O V4ARaT%
€ Xacthuc 2 yéutd € Xac thuc 2 yéu to
Thiét 1ap qua Coéng cu xac thuc cta bén Nhap ma xac nhan
thirba Vui 16ng nhap ma xac nhan ban nhin thay trén
Vui long dung ung dung xac thyuc cia ban ing dung xac thuc ctia minh

(chang han nhu Duc hodc Google
Authenticator) dé quét ma QR nay

Thiét 1ap trén cung mot thiét bi

Hodc nhap ma nay vao ung dung xac thuc cia ban

} 7

Bwéc 7: Tai ang dung xac thuc cua bén Tha 3 (Google Authenticator,
Microsoft Authenticator, LastPass Authenticator,...) trén dién thoai.
Buwdc 8: Nhap mé xac minh tir tng dung Xac thuc trén dién thoai vao hop thoai
Two-factor authentication (Xéc thuc 2 yéu t6) > Bam nut Continue (Tiép tyc).
S wauses

< Nhap mat khau €« Xac thuc 2 yéu té

Vi ly do bao mat, vui Idbng nhap lai mat khdu cta ban dé o
tiép tuc = - — -
Xac thuc 2 yéu to dang bat

M3t Kh3u Chung toi sé yéu cau ban cung cap ma néu phat
hién thay lan dang nhap tir thiét bi hoac trinh
duyét la.
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Buwéc 9: Nhap lai mat khau Facebook dé x4c minh

Xac thye 2 yéu té X

Nhéap ma xac nhan

Vui 1ong nhap ma xac nhan ban nhin théy trén rng dung xac thy

Ua minh

Bwéc 10: Nhap lai mat khau Facebook dé xac minh

Buwéc 11: Hién théng bao Two-factor authentication is ON (Xac thuc 2 yéu td
dang bat) > Bam n(t Done (Xong).

Xac thwe 2 yéu toé »

Chuing tdi sé yéu cau ban cung cdp ma néu phat hién thay 1an

Xac Thwe 2 Yéu T6é Pang Bat
l dang nhap tir thiét bj hoac trinh duyét la.

4.2.1.1.6. Ngin thong tin tai khoan Facebook hién thi trén cac céng cu tim
kiém

Ban c6 biét hd so Facebook duoc 1ap chi muc trén Google? Diéu d6 c6 nghia
la bat ky ai dang tim kiém tén cua ban s& c6 thé tim thay tai khoan mang x& hoi cua
ban, cling véi tat ca dix liéu hién thi cdng khai.

Google va cac cong cu tim kiém moi nguoi c6 mot cach kho chiu dé cong khai
cudc sdng riéng tu ctia ngudi dung.
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Vi Facebook, it nhat, nguoi ding ¢ thé gitt cho hd so ciia minh khéng bi tim
kiém. Lam theo cac buéc sau:

Trén may tinh, hdy mé Facebook va nhap vao miii tén chi xuéng & trén cling
bén phai man hinh.

Nhin vao “Cai diat & Quyén riéng tu”, sau doé nhan “Cai dat”, sau
d6 1a “Quyén riéng tu”.

Trong phan “Ban c6 muén cac cdng cu tim kiém bén ngoai Facebook lién két
dén hd so caa ban khéng? ” Nhap vao Chinh stra.

Cai dat , ,
Cach moi ngudi tim Al c6 thé givi cho ban |61 méi két ban? Moi nguéri Chinh sita
va lién hé vé&i ban

s Chung ; :

Ai ¢6 thé xem danh sach ban b clia ban? Chi minh t&i Chinh stta
@ Bao mat va dang nhap s 5 thi

the
¢ Théng tin cia ban trén Facebook gia

minh trén dong thisi gian. Ngudni khac s& chi nhin thiy ban chung

2 Quyénriéng tu

> Nhén dang khuén mat Ai c6 thé tim kiém ban béng dia chi email ma ban cung cép? Chi minh t5i Chinh stra
# Trang ca nhan va gan the Ai co thé tim kiém ban bang s6 dién thoai ma ban cung cap? Chi minh t5i Chinh stra
& Baiviét cong khai
Ban c6 mudn céng cu tim kiém bén ngoai Facebook din déntrang  Khéng Chinh stta
2 Chan ca nhan cda minh khéng?
Vitri Cach ban nhan tin Quyét dinh xem ban sé& nhan tin nhén dang ché & danh sach Chat, thu muc Tin nhan dang ché hodc liéu cé
nhin dang cho nhan nhikng tin nhan nay hay khang

Nhap vao hop kiém ¢ dudi cing dé tit cai dat.

4.2.1.1.7. Gi6i han @i twong cho cac bai ding ca nhin

Khong phai moi ngudi ban trong danh sach cua ban déu can biét nhiing thong
tin chi tiét vé cudc séng cua ban. Diéu ndy tham chi con rai ro hon khi ban tinh dén
s6 lugng ho so gia dang troi noi.

TUu may tinh, hdy lam theo cac budc sau:

M¢ lai “Cai dit & Quyén riéng tu”, sau d6 chon “Cai dit” va nhap vao “Quyeén
riéng tu”.

Chon “Ai c6 thé xem cic bai ding trong tuong lai cua ban?” va nhap
vao “Chinh stra”. Ban ¢ thé diéu chinh cai dit cho cac d6i twong cu thé trong do.
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Cai dat . e . S o
Hoat déng cua ban Ai co thé xem cac bai viét cia ban trong tuong lai? Chi minh ti Chinh sira
e+ Chung
Xem lai t&t ca bai viét ciia ban va nhitng ni dung Str dung nhat ky hoat déng
@ Bao méat va dang nhap ma ban duroc gan thé
e Thong tin cua ban trén Facebook P o bz . P . soe
Gigi han doi teong cho cac bai viét ban dé chia sé véi ban Gigi han bai viét c

cda ban bé hodc chia sé cong khai?
a2 Quyénriéng tu
Ai c6 thé nhin théy nhiing nguedi, Trang va danh sach ma ban theo Chi minh téi Chinh stra
° Nhan dang khuén mat dai?
4 Trang c& nhan va géan thé . .
Cach moi nguwéi tim Ai co thé glri cho ban &1 moi két ban? Moi nguwoi Chinh stra
& Baiviét cng khai va lién hé véi ban

Chon “Giéi han bai dang trudc day” dé thay doi ngudi co thé truy cap ndi dung
trude do cua ban.

Cai dat
Hoat déng cua ban Ai co thé xem cac bai viét clia ban trong tuong lai? Chi minh ti Chinh sira
*: Chung
@ Bao mat va ding nhap Xem lai tt ca bai viét clia ban va nhifng néi dung S(r dung nhét ky hoat déng

ma ban dwoc gan thé

* Thong tin cta ban trén Facebook

Han ché déi tirgng xem nhiFng bai viét cii trén Déng th&i gian Déng
o cua ban
& Quyénriéng tu
> Nhin dang khuén mat
4 Trang ca nhén va gan thé
& Baiviét cong khai Tim hiéu vé viéc thay

déi cac bai viét cii

2 Chan Giéi han bai viét cii

Moi nguoi vO tinh chia sé tat ca cac loai su kién va thong tin ca nhan ma khong
nhan ra nd. Thay ddi cai dat ndy co6 thé bao vé ban khoi bi lira d¢ao hoic ngan tin tic
doan chinh xac mdt trong cac cau hoi bao mat cua ban.

4.2.1.1.8. Ngirng hoat dong cia ban khong dwoc quang cdo

Ban di bao gio' nhin thay mot quang céo cho ban biét ai trong s6 ban bé cua
ban Thich n6 chua? D6 1a bai vi Facebook tu dong st dung nhitng Xac nhan nay dé
nham muc tiéu quang cdo dén ban va ban bé caa ban. Va néu ban Thich tha gi do,
ban bé cua ban s& thay nhitng loai quang cao tuong tu.

Tat nhién, ho khong xin phép ban. Tuy nhién, ban c6 thé tat cai dat nay dé giir
cac s¢ thich va Luot thich ctia minh riéng tu hon. Lam theo cac budc sau trén man
hinh cua ban:

Trong “Cai dit & Bao mat”, hdy chon “Cai dat”, sau d6 nhip vao “Quang
c40”, tiép theo 13 “Cai dat Quang co”.

60| NCSC



TAI LIEU HUONG DAN NCSC\K

National Cyber Security Center

Cai dat
P Tin
Théng bao

[ Didéng

& Ung dung va trang web
« Tro chai tdc thi
» Tién ich tich hgp cho doanh nghiép
—. Quang cao
— Thanh toan quang cdo
@) Facebook Pay

{: Hop thu hod trg

%2 Video

Nhap vao “Tuong tac xa hoi” va chon “Chi minh t6i”.

. . j Quan ly dir liéu ding dé hién thi quang cao cho ban
Tl.ly chon quang cao
Dir liéu do déi tac cung cap vé hoat déng cla toi S
L . Quéng cao ca nhan hoa dua trén hoat déng cla ban trén
Nha quang cao cac trang web, (ng dung khac hodc & ngoai déi

)

=] Hang muc diing dé ti€p cén ban >
Théng tin trén trang ca nhan, s& thich va cac hang muc

@ khac dung dé ti€p cin ban

Cai dat quang cao

Chu d& quang cdo

= Quéng cao theo déi tugng >
Nha quang cdo dung hoat déng hoéc théng tin cla ban

(m] Quang cdo hién thi bén ngoai Facebook >
Céch nha quang cdo ti€p cdn ban théng qua quang cdo
bén ngoai Facebook

e Tuong téc trén mang xa hoi S
Ai c6 thé nhin thdy hoat déng tudng tac cla ban trén
mang x3 hdi cung vdi quang cao?
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Hoat ddng tuong tac trén mang xa hdi khéng hién thi cing vai
quang cao vé van dé xa hoi, bau cir hodc chinh tri, trong d6 cé nhan
néu rd ai da tai trg cho quang cdo. Tim higu thém

NE&u ban chua dd 18 tudi thi hoat déng tuang tac trén mang xa hé
cla ban s& khéng hién thi cing quang cdo. Ban phai du 18 tudi thi
mdi co thé thay déi d6i tugng nhin thdy hoat déng tudng tac cta
ban trén mang xa hoi.

Ai co thé nhin thay hoat dong tuong tac caa ban trén
mang xa hoi cung véi quang cao?

Ban bé

Chi minh téi ®

Phan nay cé hitu ich khéng? Cé Khéng
4.2.1.1.9. Tranh céc nat Like va Share

Bat ctr khi nao ban st dung nut Facebook trén mot trang web khéc, ban dang
nudi con quai vat 1a ¢cd may quang cao cua Facebook. Moi Chia s¢, Thich va dé xuat,
déu tro thanh mot phan caa nguon cap dir liéu ma Facebook str dung dé diéu chinh
thuat toan cua minh.

Ngay ca khi ban da tit theo d6i bén ngoai Facebook, viéc sir dung cac nit nay
gidng nhu cho phép né biét ban dang 1am gi. Ban khdng can phai thay doi bat ky cai
dat nao dé tranh nhitng cam bay cua cac ndt nay. Chi can khong sir dung ching.

Néu ban phai chia sé diéu gi d6, hiy lam theo cach cii bang cach sao chép va
dan ndé vao mot bai dang.

4.2.2. Tai khoan Zalo

4.2.2.1. Tao ma pin bao mat

Khi nguoi ding thiét 1ap ma khoa nay, khdng ai c6 thé truy cap vao tai khoan
cua ban dé xem danh sach ban bé, tin nhan trir khi biét ma khoa da dat.

Trong giao dién nhan chon vao biéu tugng 4 6 vudng nho & goc bén dudi man
hinh, r6i nhan tiép vao biéu tuong banh ring cua. Sau d6 nhén tiép vao muc thiét 1ap
“Tai khoan va bao mat”.
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il Viettel T 14:05 @ 91% w.m)

< Cai dit (19}

(39 Quyén riéng tu
(-} Tai khoan va bao mat
40 sao luu & déng bd tin nhin
5.2 Giao dién
[\ Théng bao
(=) Tin nh3n
., Cubc goi
(7) Nhat ky va khoanh khic
=, Danh ba
2 Ngoén nglr va phong chir

() Théng tin vé Zalo

2

" Chuyén tai khoan

(> Pb&ng xuat

Chon “Dit ma khoa Zalo” dé tién hanh dit mat khau. Tai giao dién khoa Zalo
truéc hét can kich hoat tinh ning tao ma pin bang cach gat thanh ngang sang phai tai
“Pbat ma khoa”.

«al Viettel = 14:05

<8 Khoa Zalo

Dat ma khoéa
P6i ma khoéa

Tu déng khoa
Ngay sau khi 8n (‘ng dung

Trong trudng hgp quén ma kh(’)a 'ng dung ban phai
98 bo va cai dat lai Ung dung dé xdéa ma khdéa ci. Luu
y: Khi cai dat lai cac dir liéu tin nhan va cubc goi sé bi
mat
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Xuét hién man hinh tao ma khoa Zalo. Ma khoa sé& c6 4 ky tu, nhan cac ky tu
dé thiét 1ap sau d6 nhap lai chinh xéac 4 Ky tu ctia ma khoa da nhan dé xac nhan lai.

wl Viettel &

Huy

14:06

Nhap méa khoa
@) 0} (o) {0,

@ 91% ==

Luwu y: Hay chon ddy ma khda ma ban cé thé nhé vi néu quén ma khéa buoc
phai g& tng dung va cai dit lai. Nhu vay toan bo dit liéu, tin nhin Zalo s& déu bi x6a

sach.

Pé thiét lap thoi gian hoat dong tu dong khoa tng dung Zalo, truy cap vao
muc “Tu dong khéa”. Xuat hién cac mbc thoi gian dé ban lua chon. Téi thiéu s& tu
dong khoa trong 5 gidy hoac téi da 1a 30 giay.

4.2.2.2. Thiét 1ap quyén riéng tw Zalo

Trén Zalo ciing c6 ché d6 chin nguoi la binh luan, xem théng tin ca nhan, hinh
anh cua chlng ta. Tai giao dién ca nhan trén Zalo, chon vao hinh banh rang cua, nhan
vao biéu tuong 6 khoa (Quyén riéng tu). Tai giao dién “Thiép lap quyén riéng tu”,

kéo xudng duéi va chuyén sang ché do Tat cua nhitng tdy chon sau:

Nhan tin nhan tir nguoi la: Tat ché do nay dé nguoi la khong thé giri tin nhan

téi ban

Cho ngudi la binh luan: Tat dé chin nguoi la binh luan trén nhat ky cua ban.

Cho ngudi la xem anh: Nguoi la khdng thé xem hinh anh caa ban.
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all Viettel = 14:18 @ 89% W)

< Quyén riéng tu

BAN BE
Tu dong thém ban be ti danh ba
Nhan 18i mai két ban tif cac ngudn

Hién thi trang thai truy cap

Khi tat tinh ndng nay, ban bé trén Zalo s& khdng O
thay lan truy cap gan nhat cta ban. Ban ciling
khéng thay dudc trang thai truy cap cua ban bé

TIN NHAN

Nhan tin nhén tir ngudi la @
Hién thi trang thai "Da Xem"

NHAT KY VA KHOANH KHAC

Cho ngu@i la binh luan
Cho ngu@i la xem anh
Cho ngudi la xem 10 nhat ky mai nhat

cudcC GOI THOAI VA VIDEO

Nhan cudc goi tif ngudi la 0

Y STV

Ngoai ra, chung ta ciling c6 thé an ngay sinh trén Zalo, hoac hién ngay sinh,
thang sinh hay nim sinh tuy chon. Ban kéo xudng dudi va nhan vao muyc “Hién thi
ngay sinh”, sau d6 lya chon “Khong hién thi véi nguoi khac”, ké ca véi ban bé va
ngudi la déu khdng thé biét ngay sinh.

4.2.2.3. Tat thong bao da xem tin nhin

C6 thé vi Iy do nao d6 ma sau khi d3 xem tin nhin nhung ban khéng thé tra
loi ngay dugc, hodc khong mudn tra 16i. Tuy nhién, mic dinh Zalo s& c6 théng béo
Di xem t6i nguoi gui khi ngudi nhan da doc dugc tin nhan.

Truéc hét tai giao dién cta Zalo, nhan chon vao biéu tuong banh ring cua.
Sau do, trong giao dién “Cai dit” nhan chon muc “Quyén riéng tu”. Tiép theo, ban
chi can tat tiy chinh “Hién thi trang thai D xem”.

4.2.2.4. Chan ban bé xem nhat ky

Khi ban chia sé thong tin nao d6 trén Zalo, tat ca ban bé cua chung ta déu c6
thé doc dugc noi dung d6. Nhung doi khi ban lai khéng mudn mot ngudi ban nao dé
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ctia minh c6 thé doc duoc ndi dung do, thi c6 thé sir dung tinh ning Chan xem nhat
Ky trén Zalo.

Dé thuc hién, tim t&i trang c& nhan ban bé trén Zalo muén chin, nhan vao biéu
tuong 3 dau gach ngang & bén phai va Bat ché do “Chan xem nhat ky”. Bén canh do,
cling c6 thé bat ché do “An nhat ky ngudi nay” néu mudn.

4.2.2.5. Thiét 1ap quyén xem khi ding nhat ky

Ciing gidng nhu viéc thiét 1ap quyén riéng tu cho status trén Facebook, ngudi
diing Zalo hoan toan ¢ thé diéu chinh quyén xem trudc khi chia sé 18n nhat ky Zalo.

Trudc hét, tai giao dién nhat ky ca nhan Zalo, nhan vao muc “Ban dang nghi
gi”. Tiép dén tai muc “Quyén xem”, nhan chon vao hinh tam gidc mau den. Mic dinh
Zalo s& dé ché do Cong khai cho moi bai viét. Chlng ta c6 thé diéu chinh sang Minh
t6i, Ban bé ti hoic chon Ban bé trong nhom dé xem dwoc nhat ky méi dang.

Con véi nhitng nhat ky di dang 1én Zalo, ciing c6 thé diéu chinh lai quyén
xem. Tai bai viét d3 dang, nhan vao biéu twong 3 dau cham. Tiép tuc nhén
chon “Thiép 1ap quyén xem” va diéu chinh lai quyén xem cho bai viét nay.

4.2.2.6. Xba vi tri trén Zalo

Khi nguoi dung Zalo sir dung tinh nang “Tim quanh day”, ban bé ctia ban hoac
ngudi la c6 thé tim kiém ching ta théng qua vi tri d6. Tuy nhién, tinh ning nay doi
khi cling gay phién phic, nén néu khong that sy can thiét hay tat vj tri.

Nhan tim “tim quanh day” trén thanh tim kiém, chon “Quan tdm” va nhan vao
bat dau ngay (ddi v6i ngudi méi bat dau sir dung tinh ning nay)
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[l Viette! a2 @ 90 |

< Tim Quanh Pay 000

Tim Quanh Pay ©
Tién ich

[ Quan tam ]

<) OA nay da dudc xac thuc bai Zalo

Théng tin chi tiét

Official Account dé phuc vu tim ban bé xung quanh day.
Theo déi Official Account dé bat dau tim ban méi nhé!

Tai vi tri man hinh, chon vao muc “Tim ban”, bAm vao miii tén, chon “x6a vi
tri dé tranh 1am phién”.

4.2.3. Ung dung TikTok

Ngan TikTok Iuu thong tin dang nhap

Bwéc 1: Truy cap biéu tuwong ngiroi ding = Chon ddu 3 chdm
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Viettel T 20:12 @ 74% wm

< Cai dat va quyén riéng tu

TAI KHOAN

9 Quan ly tai khoan >
(& Quyén riéng tu >
) Bao mat >
& s6du >
85 TikCode >
£> Chia sé ho so >

NOI DUNG VA HOAT BONG

[ Théng bao day >
@ Ngén ngil ing dung Tiéng Viét (Viét Nam) >
[k Tuy chon néi dung >
™ Stc khoe Ky thuat S6 >
© Gia dinh Théng minh >

NCSCX

National Cyber Security Center

Buéc 2: Chon Bao mgt - Huy Kich hoat cai dat “Luu thong tin dang nhap”

Viettel 20:12 @ 74% @m)
< Bao mat
Canh bdo bao mat >
Thiét bi clia ban >
Xdc minh 2 budc Tat >

Luu théng tin dang nhap
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Kiém tra ai dang sir dung tai khoan caa ban

Buwéc 1: Truy cap biéu tuwong ngiroi ding = Chon ddu 3 chdm = Chon Bdo mdt

Viettel = 20:12 @ 74% @m)
< Bao mat
Canh bao bao mat >
Thiét bi ctia ban >3
Xac minh 2 budc Tat >
Xac minh 2 budc gitip tang tinh bao mat cho tai khoan, ngay ca khi

ai khdc biét mat khdu ctia ban

Luu théng tin dang nhap

Buwéc 2: Chon Cdnh b&o bdo mdt = Cac canh béo/ canh bao bao mat bd sung sé
dugc hién thi trén man hinh nay > chon Xong

Viettel = 20:25 @ 73% wm )

<

v/

Khéng phat hién thdy hoat déng bat thudng cla tai
khoan trong 7 ngay qua.

Ban van con thdc mac? Lién hé vdéi ching toi
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Cai dit ché d6 riéng tu: Cai dat riéng tu giup tai khoan ngudi dung khdng hién
thi trén TikTok
Bwéc 1: Truy cap Biéu fuong nguoi ding > Chon ddu 3 cham

Buwéc 2: Chon Quyén riéng tr > Bat Tai khodn riéng tu

Viettel 20:27 @ 72% @)
< Quyén riéng tu
Kham pha
Tai khoan Riéng tu [
Dé xuét tai khoan clia ban véi nhiing ngudi khac [
Lt
Tim céc lién hé cta ban Tat >
Ca nhan hoa va di liéu
Cda nhan hod va di liéu >
Uy quyén quang cédo
An toan
Cho phép tai vé video clia ban Tat >
Ai c6 thé gtii tin nhan truc tiép cho ban Moi ngudi >
Ai c6 thé Stitch vdi video clia ban Moi ngudi >

Kiém tra ding nhap bat thudng

Bwéc 1: Truy cap biéu tuwong ngioi ding = Chon ddu 3 chdm = Chon Bdo
mat

Bwéc 2: Chon Thiét bi ciia ban = Chon thiét bj mudn xda = Chon biéu tuong
Thung rac
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4.3. Sir dung &ng dung thanh toan truc tuyén an toan

Dé thanh toéan truc tuyén an toan, cu thé 1a thanh toén truc tuyén qua dich vu
e-banking, Internet banking cta cac tai khoan ngan hang, th¢ ATM, thé VISA,...
cling nhu tranh bi danh cap thong tin thanh toan, chdng ta can phai tuan tha mot sé
nguyeén tic co ban.

Sir dung cong giao dich “chinh hiang”

Khi str dung dich vu ngan hang truc tuyén cua cac nha bang, tuyét d6i khdng
thuc hién gian tiép thong qua cac duong link nhan dugc tir email/tin nhan hozc trén
trang Web nao do6 tao ra ma phai truy cap truc tiép vao trang chii ciia nha bang dé
thuc hién giao dich.

Trong truong hop thanh toan qua kénh tha 3, can kiém tra can than trén thanh
dia chi xem noi minh dang du dinh nhap tén ding nhap va mat khau c6 dang la
website chinh thuc ciia nha bang khong, c6 ki hiéu ma hoa két néi an toan khdng. Néu
khong, tuyét d6i dirng nhap tén dang nhap hoac mat khau.

M@t so hinh thitc lira dao:

Gia mao email tir ngan hang, thdng bao tai khan bi trir tién (hoic duoc cong
tién trng thuong chang han) va dua duong link ding nhap, nhung thuc chat 1a duong
link gia cd giao dién gidng vai trang web cua ngan hang that. Khi ban so ¥ nhap
thong tin tai khoan, mat khau vao, chiing s& bi danh cap.

Tai khoan Yahoo/Facebook ngudi than bi danh cap, giri link dang nhéap dich
vu ngan hang, nhung thuc chat 14 dwong link gia va sé bi danh cap thdng tin néu
minh nhap vao.

Nan nhan do sir dung cac két nbi wifi noi cong cong khong an toan dan dén bi
gia mao va danh cap thong tin cling nhu cai phan mém theo ddi.

Gitr bi mat thong tin ca nhén

Tuyét d6i gitr bao mat thong tin tai khoan ngan hang nhu: s6 thé, sb tai khoan
va tén truy cap dich vu ngan hang dién tir qua Internet, Mobile,... Tuyét doi gitr bao
mat cac thong tin ca nhan nhu: ho va tén, dia chi, ngay sinh, s6 CMND.

Céc thong tin nay thuong duoc khai thac qua nhiéu hinh thac nhu:

o dugc tring thudng,
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. duoc tang qua,
« do hoi nguoi than,
« hu doa (HU doa thiéu cudc vién thdng, no ngan hang, hi bi ai rit tién,...).

Cach ddi phé 1a ding cung cip théng tin that hozc kiém tra lai théng tin voi
ngan hang bang céach lién lac qua sé dién thoai hd trg chinh thirc ma minh biét.

Pit mat khau an toan

Hay dat mat khau that an toan cho tai khoan Internet Banking. Néu dugc, hdy
d6i mat khau nay dinh ky.

Sir dung dich vu tin nhan chi déng

Nén dang ky st dung dich vu nhén tin, truy van sb du chi dong (SMS Banking)
dé c6 thé chu dong theo ddi dugc nhitng bién dong s6 du trén tai khoan tién gui hoac
thé thanh toan nham phat hién va xu 1y kip thai khi ¢ cac thanh todn bat thuong.

Ping ky str dung OTP

OTP 1a mat khau str dung mét 1an, n6 tao ra rao an ninh vo cling manh bang
cach nhan tin dén sé dién thoai caa ban mot mau khau xac thuc trudc khi phé duyét
va thuc hién giao dich.

Vi vay, khi ké xau c6 hau hét thdng tin ngan hang cua ban va tién hanh thanh
toan bang tai khoan nay, mot mat khau OTP s& duoc gui qua dién thoai ban dang
cam dé xac thuc.

Giao dich s& thanh cong chi khi nao ké xau ciing c6 duoc OTP nay. Do d6, ké
xau s& khong thé thuc hién giao dich véi tai khoan cua ban trir khi ban mat dién thoai
va dé lot vao tay ké xdu d6 hodc cao hon 14 bi hack/virus doc duoc tin nhan OTP

4.4. Mot s6 hwéng dan thiét 1ap bao mat cho wng dung thanh toan truc
tuyén Momo

Thiét 1ap bao mat 2 yéu td nham xé&c thuc cha s hitu va cac hoat dong trén vi
la do chinh chua thuc hién:

Buwdc 1: Chon Vi cua téi = Chon Trung tam bdo mqgt
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6 du trong vi

o

@
e

&

G

Lién két tai khoan

O thé/tal khoan

Thanh toan héa don

Chua cé héa don

Thé qua ting

0 thé qua ting

Dich vu lién két

0O dich vuy lién két

Tai khoan lién két

Chua két n&i

Quan ly vé va théng tin hanh khach

Quan ly hgp déng bao hiém

Trung tadm bao mat

Trung Tam Trg Giup

Cai dat Ung dung

Pang xuat

D = X

vicua 161
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Bwéc 2: Chon Tai khodn tin tuéng > Chon 3 nguoi tir danh ba dé nhan duoc su tro
gitip an toan trong trudng hop can khdi phuc lai mat khau

Trung tam bac

tai khoan vi MoMo nay.

@ Tai khoan tin tudng

(@ Céu héi bao mét

Trd gitip bao mat

khoan cua minh.

Dung dé xac nhan ban chinh la chu sé hifu cua

@ cChup hinh CMND/CCCD/H$ chiéu

@) Chup hinh khuén mt

Thiét 1ap bao mat 2 yéu td.

Giup MoMo xac thuc ban la chi s& hifu va moi
hoat déng trén Vi la do chinh chu thuc hién.

Tim hiéu cach ma MoMo gitip ban bao vé tai >

Xac thuc ngay

Tai khoan tin tuéng

Tai khodn tin tudng cé thé trg gitip ban khéi phuc lai
mat khau mét cdch an toan va nhanh chéng hon.

ﬁ Tai khoan tin tudng sé gifi ma xéc thuc dé

ban |dy mat khdu MoMo dé& dang va nhanh
chéng hon.

© Nénlya chon tai khoan tin tudng la ban than

&> hodc ngudi trong gia dinh dé nhan dudc sy

trd giup an toan.

D Pé bat dau, hay dé xuat 3 ngudi tif danh ba

cla ban.

Thiét 1ap ngay
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Budc 3: Chon Cau hdi bdo mdt = Lya chon va tra 16i 3 cau hoi va 4n Xac nhdn

OU R

Pugc sir dung dé xac nhan danh tinh va giap lay lai

Thiét Iap ngay

Cau hoi bao mat
mat khdu néu ban quén
Chon 3 cau hoi bao mat chi minh ban biét
hoac khé doan ngay ca véi ngudi quen cua

ban.

Tra 15i dung 2/3 cau hoi bao mat dé lay lai
mat khau khi can.

Ban s& khéng thé xem lai cau tra I15i da thiét
18p nén hay dam bao ghi nhé that chinh xac.

Cau hoéi bao mat dudc s dung de xac nhan danh
tinh va giup ban lay lai mat khau néu ban quén

Cau hodi1

Chon cau hoéi

NGgi ban thich di du lich nhat? e

Tra isi

Nha Trang

Cau hoi 2

Chon cau hoi

Ca si/nhém nhac yéu thich ctia ban la... ™~

Tra 1&i

BTS

Cau hoi 3

Chon cau hai

Tat xac nhan thanh toan nhanh:

Buwéc 1: Chon Vi cua tdi - Chon Cai dat iing dung

S6 du trong vi

Lién két tai khoan

EW  § the/tai khoan

s Thanh toan héa don

Chua cé héa don

Thé qua tang
O thé qua tang

Dich vu lién két

- B

B

8 & e |

G

0 dich vu lién két

Tai khoan lién két
Chua két n&i

Quan ly vé va théng tin hanh khach

Quan ly hdp déng bao hiém

Trung tdm bao mat

Trung Tam Trg Gilup

Cai dat i'ng dung

Dang xuat

o
=

vi cUA TOI
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Bwéc 2: Tt chic nang Xa&c nhdn thanh todn nhanh

CAI DAT THANH TOAN

Xac nhan thanh toan nhanh

Thanh toan nhanh cho phép ngudi dung thanh toan

khéng can xac thuc mat khau khi sé tién giao dich
nho hon han mic dugc cai dat

BAO MAT TAI KHOAN

Quan ly dang nhap

D&t mat khau

Tu dong khoa U'ng dung 1 phat
Vi sé tu dong khoa sau 1 phut khong sif dung

Xac thuc guong mat o

Luu y: tat ca guong mat da dudc dang ky trong thiét bi déu cé
thé xac thuc.

NGON NGU

Ngon nglf/Language Tiéng Viét

KHAC

Théng tin ('ng dung

Thoat tai khoan

Budéc 3: Chon Tu dong khda ing dung sau khoang thoi gian (lua chon thoi gian
phU hop véi nhu cau ngudi dung, khuyén nghi nén lya chon dudi 1 phat)
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Phu luc : Danh s&ch tai liéu tham khao

(1) https://www.zdnet.com/article/make-sure-your-zoom-meetings-are-safe-by-
doing-these-10-things/

(2) https://expert-advice.org/office365/microsoft-teams-security-policy-best-
practices/

(3) https://expert-advice.org/office365/microsoft-teams-security-policy-best-
practices/

(4) https://expert-advice.org/office365/microsoft-teams-security-policy-best-
practices/

(5) https://docs.microsoft.com/en-us/microsoftteams/manage-the-audio-
conferencing-settings-for-a-user-in-teams

(6) https://www.ytria.com/blog/teams-tip-18-control-if-anonymous-users-can-join-
meeting/

(7) https://helpdesk.ctu.edu.vn/day-hoc-truc-tuyen/85-zoomsecurity

(8) https://lwww.eduhk.hk/ocio/content/fag-i-have-removed-participants-during-
zoom-meeting-they-wont-be-able-rejoin-meeting

(9) https://lwww.unr.edu/tlt/instructional-design/instructional-technology-
resources/web-conferencing/zoom/securing-sessions/remove-participant

(10) https://blog.zoom.us/keep-uninvited-guests-out-of-your-zoom-
event/#:~:text=Just%20click%20the%20Security%20icon,button%20that%20says
%20Lock%20Meeting.

(11) https://www.technology.pitt.edu/help-desk/how-to-documents/zoom-enabling-
screen-sharing-participants

(12) https://www.bluejeans.com/blog/eight-best-practices-safe-video-conferencing

(13) https://www.tugboatlogic.com/blog/top-3-most-secure-video-conferencing-
solutions/

(14) US-Cert: Security Tip — Staying Safe on Social Network Sites
(15) https://us-cert.cisa.gov/ncas/tips/ST06-003
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(16) SEC’s Office of Investor Education and Advocacy, Investor.gov: Social
Networking Safety Tips

(17)https://www.investor.gov/protect-your-investments/fraud/how-avoid-
fraud/protect-your-social-media-accounts

(18) https://www.technology.pitt.edu/security/best-practices-safe-social-networking

U.S. Attorneys » District of Minnesota: Online Safety Tips
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MOT SO CONG CU HUU ICH, MIEN PHI CUA CHUNG TOI
1. COng cu, tai liéu mién phi tai khonggianmang.vn

‘\ NCSC DANG TUYEN DUNG!
L4 1 Hay la mot phan ctia NCSC - Nb Iyc dé khong gian mang
)‘ Viét Nam trd nén an toan va lanh manh
| =

©

khonggianmang.vn dugc Trung tdm Giam sat an toan khéng gian mang quéc
gia (NCSC) xay dung nham hd trg nguoi ding Internet ¢d thé tu kiém tra mirc d6 an
toan thong tin khi sir dung mang véi cac cong cu hiru ich nhu: Kiém tra mang may
tinh ma, kiém tra 16 lot théng tin tai khoan ca nhan, kiém tra website phishing, kiém
tra tap tin doc hai, cbng cu giai ma, nhan dién ransomware,...cung véi cac tai liu
huéng dan (tai licu hudng dan bao dam ATTT khi 1am viéc tir xa).

2. Kiém tra mire @9 tin nhiém tai tinnhiemmang.vn

https://tinnhiemmang.vn

= C O & tinnhiemmang.vn

N CSC V’;l Gidi thigu Dichwvy v Danh ba tin nhigm v Danh séch den Tin e Lién hg
Notional Cyber Security Center

Hé sinh thai Tin Nhiém Mang

Cham vao gid tr] - Tao dung niém tin

0-5 8 =
=y '

Hé thdng tin nhiém

Tin nhiém T4 chirc Tin nhiém Website Tin nhiém Thiét bj
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Sison Eher Seoutiy-Canis
Tin nhiém mang cung cp nhan tin cay vé an toan thong tin, gitp nguoi dung
nhan biét va xac dinh cac trang web tin cdy, ngan ngira cac cudc tan cong lira dao,
huéng téi xay dung mot hé sinh thai uy tin, an toan nham tao niém tin khi sir dung
dich vu trén moi truong mang.
Hé sinh thai Tin nhiém mang bao gom: Tin nhiém Té chtc, Tin nhiém
Website, Tin nhiém Thiét bi, Hé thdng tin nhiém.

' Thong tin lién hé: Trung tm Giam sét an toan khéng gian mang quéc gia (NCSC)1
Email: ncsc@ais.gov.vn

S6 dién thoai: 024.3209.1616
. Pia chi: 115 Tran Duy Hung, Cau Giay, Ha Noi '
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