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86: 1031/CATTT-NCSC Ha Néi, ngay 30thang 07nam 2021
VIv16 héng bao mét méi anh huong
dén may chu thu dién tr
st dung Zimbra
Kinh gui:
- Pon vi chuyén trach vé CNTT céc B, co quan ngang B0,
co quan thudc Chinh phu;
- S Thong tin va Truyén thong céc tinh, thanh phé truc thudc
Trung vong;
- Cac Tap doan, Tong cong ty nha nudc; cac Ngan hang
TMCP; céc to chic tai chinh;

- Hé théng cac don vi chuyén trach vé an toan thong tin.

Trong thang 7/2021, Zimbra di phat hanh ban va cho 04 16 hong bao mat
(CVE-2021-35208, CVE-2021-35209, CVE-2021-34807, CVE-2021-35207)
trong san pham ctia minh, trong d6 dang noi bat 1a 02 16 hong bao mat (CVE-
2021-35208, CVE-2021-35209) trong phan mém Zimbra Collaboration (thdng tin
chi tiét 16 hong c6 tai phu luc kém theo). Két hop céc 16 hong nay ké xau khong
can tai khoan ding nhap hop 18 van c6 thé chiém quyén diéu khién may chi
Zimbra ciia to chirc.

Zimbra Collaboration 1a mot phan mém nguén mé may cha thu dién tir dugc
str dung pho bién, tai hon 200.000 co quan, to chirc, doanh nghiép trén 160 qudc
gia. Theo danh gid so bo cuia Trung tim Gidm sét an toan khong gian mang qudc
gia (NCSC), Viét Nam co trén 3.000 may chu thu dién tir st dung Zimbra dang
dugc cong khai trén Internet. Vi vy, 16 hong bao mat nay cé do anh hudng tuong
d6i 16m, co thé dan dén cac cudc tan cong dién rong.

Nham dam bao an toan thong tin cho hé thong thong tin ciia Quy don vi, gop
phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong tin
khuyén nghi Quy don vi thyc hién:

1. Ra soat va khic phuc 16 hong bao mat trén may chu thu dién tir ctia Quy


https://nvd.nist.gov/vuln/detail/CVE-2021-35208
https://nvd.nist.gov/vuln/detail/CVE-2021-35209
https://nvd.nist.gov/vuln/detail/CVE-2021-35208
https://nvd.nist.gov/vuln/detail/CVE-2021-35208
https://nvd.nist.gov/vuln/detail/CVE-2021-35209

don vi dic biét 1a 16 hong noi trén. Quy don vi nén cdp nhat, nang cap 1én phién
ban Zimbra méi nhat dé khic phuc 16 hong bao mat ndi trén va cac 16 hong bao
mat mo1 phat hién khéc.

2. Ra soat lai toan bo may chu thu dién tir va hé thdng lién quan dé phat
hién va loai bo cac tap tin doc hai co thé do ddi tuong tAn cong da dua 1én hé

théng.

3. Trong trudng hop can thiét co thé lién hé dau mdi hd tro cia Cuc An toan
thong tin: Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC), dién
thoai 02432091616, thu dién tir: ais@mic.gov.vn.

Tran trong./.
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Phu luc

Théng tin vé 16 hong bio mat

(Kém theo Cong vin so
cua Cuc An toan thdng tin)

/CATTT-NCSC ngay

1. Thong tin vé cac 16 hong
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Link tham khao

CVE-2021-35208

- L3 hdéng ton tai trong
ZmmailMsgView, cho phép
doi tuong tAn cong thuc hién
tan cong gia mao (XSS).

- CVSS: 5.4 (trung binh)

- Anh hudng: phién
ban Zimbra Collaboration
Suite 8.8 trude 8.8.15 va 9.x
trude 9.0.0.

https://wiki.zimbra.c
om/wiki/Zimbra_Se
curity_Advisories
https://nvd.nist.gov/
vuln/detail/CVE-
2021-35208

CVE-2021-35209

- L6 hong chuyén huéng mo
trong Proxy Servlet.

- CVSS: 6.1 (trung binh)

- Anh huong: phién
ban Zimbra Collaboration
Suite 8.8 trude 8.8.15 va 9.x
trudge 9.0.0.

https://wiki.zimbra.c
om/wiki/Zimbra_Se
curity_Advisories
https://nvd.nist.gov/
vuln/detail/CVE-
2021SS-35209

CVE-2021-34807

- L6 hong chuyén huéng mé
trong Proxy Servlet.

- CVSS: 6.1

- Anh huéng: Zimbra
Collaboration Suite 8.8.x
before 8.8.15 va 9.0 trudc
9.0.0.

https://wiki.zimbra.c
om/wiki/Zimbra_Se
curity _Advisories
https://nvd.nist.gov/
vuln/detail/CVE-
2021-34807

CVE-2021-35207

- L6 hong ton tai trong
Zimbra Collaboration, cho
phép dbi tuong tin cong
thie hién tan cong gia mao
(XSS).

- CVSS: 6.1 (trung binh)

- Anh huéng: Zimbra
Collaboration Suite 8.8.x
before 8.8.15 va 9.0 trudc
9.0.0.

https://wiki.zimbra.c
om/wiki/Zimbra_Se
curity_Advisories
https://nvd.nist.gov/
vuln/detail/CVE-
2021-35207

2. Huéng din khic phuc
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Bién phap t6t nhat dé khic phuc cac 16 hong bao mat nay 13 nang cip ban
va tuong Ung theo huéng dan cua hang. Thong tin tham khao c6 tai:
https://wiki.zimbra.com/wiki/Zimbra_Security Advisories

Hién tai hing chua c6 bién phap khic phuc giam thiéu nguy co tdn cong vi
vay Quy don vi cAn nang cip ban va trong thoi gian sém nhat.

Ngudn tham khao

https://wiki.zimbra.com/wiki/Zimbra_Security Advisories
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